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Overview

calculus for secure service composition

local safety/liveness policies
call-by-contract service invocation
subsumes history-based access control

dynamic semantics (liveness?)
static semantics: type & effect system
approx. runtime behaviour (history expr.)

static verification via model checking
selects services matching contracts
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A calculus for service composition

A + histories + local policies + call-by-contract
a history 7 Is a sequence of events «
policies , v are regular properties of 1

each computation step in a safety framing
©|e| must respect ¢

some step in a liveness framing ¢/ (¢) must
eventually satisty ¢

a request r&J 7 "L selects the services
respecting (always) ¢ and (eventually) v
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Why local policies ?

securization of code upon receipt

an untrusted program ¢ is received

| want the execution of ¢ to obey a policy ¢
where to insert the checks in ¢ ?

one issue: ¢ could invoke unknown code
solution: dynamic sandboxing

each execution step of ¢ Is subject to
the scope of ¢ Is left when e terminates
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Enforcing Principle of least privilege

“Programs should be granted the minimum set of
rights that are needed to accomplish their tasks.”

an expression must always obey all the active
policies (no policy can be overridden)

policies can always inspect the whole past
history (no event can be hidden)

so how to implement “privileged calls” /
discard the past ?

answer: policies must explicitly allow for it!
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Extracting History Expressions

c e = 1fbtden aelse

H=a+d «ad
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Extracting History Expressions

c e = 1fbtden aelse

H=a+d «ad
/

e eg = (A\z.d!) : unit — unit
H2 = & @
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Extracting History Expressions

c e = 1fbtden aelse
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Hy=a-d ad
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Extracting History Expressions
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Extracting History Expressions

c e = 1fbtden aelse

H=a+d «ad
/

e eg = (A\z.d!) : unit — unit
H2 = & @

c ez = (A\x.d)a
Hy=o -d oo«

* ey = (Y. oo yx]) (Az. ¢’ [o])
Hy = pla-¢'|d]] [900‘[90’ O/]@’]@

ce5 = (\x. ;2 1)%
Hs = ph.ao-h e,a,aq,...

/
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Validity of Historles

obeying all the policies, within their scopes

ex: pla,|a. valid, o|a,©'|a.]a,] not valid

safe-sets of p|a, ¢’ |a.]ay,l:

ex: Y (ayypkisgn) Valid, ¥ (asgn 0t () sgn) NOL
live-sets of ¥ (asgn k() asgn):



Validity of Historles

n valid iff, for each safe-set »|{7),..., 7. }| of n:

and, for each live-set «'({7,....n,}) of n:

H valid iff each n € | /]| is valid
how to verity validity of history expressions ?



Selecting Services

service request:
lookup A for services with signature:

selects those services such that:

the latent effect will be:
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Type & Effect System

typing judgements

types:
effect: history expr. // + service selection
correctness of history expressions:

type safety: if // is valid and for each
, then ¢ will not go wrong



Verifying History Expressions

If validity were a regular property ...

H — BPA(H) Pushdown automaton
validity Q(H) — Agg) Blichi automaton
H valid if

But validity of histories is non-regular !

ex.
L loal, |, a—=Iinorout?
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Regularizing History Expressions

. transform H to make Q)(H) regular

. eliminating the redundant framings
preserves the validity of history expressions

pla @ |a" ol ]] valid iff pla ¢'|a’a”]] valid
a (o’ P{a))) valid iff a¢’(a’ ¢ {a")) valid
safety framings can be regularized [Fossacs]

liveness framings probably not, but not really
needed (quite surprisingly!)






Verifying liveness framings

Qryk K sgn Qsgn
A q0
v Qryk
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Conclusions

A + histories + local policies + call-by-contract
type & effect system:
model-checking validity:

type safety + verification:
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Programming model (syntax)

AT. €

ee

1f b then eelse €

le]
p(e)

variable

abstraction
application
conditional
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Programming model (semantics)

e T e Hl=OpAOw

M, — N, * nﬁﬂTMW&f%me

ne—n,e nEp N E nE @

1, ple]l = ', ple] 1, plv] — n,v

ne—n,e nEY N E
n,Yie) — n',Ple) 1, Pie) —1n,e
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Type & Effect System

I''HFe:T I''HFe:T
[ ok o unit I, - ople] @ T I, = aple) i T
ie:riz:7m—717 . HEe: 7 T'Hbte:T— 71 T, H'Fe:T
I'eEXzxe:Tm— 71 I, = ee 7’

Ii={ile:7— 17 €A N ptv(H;)| valid }

e, Fray, L[WO 7T ot
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A typing example

e = x.bla + (b ?zzx + plzx])

F,el—z:’ri’r ekFx:7T
I'HFzx:T
I'VH-HbFzzx:T [plH Fplza] o 7

I''H-H+yelHFzze:r UH-H+@HFelzz]:T
UH-H4+@HIFV?7zza + olzx] T
Da+H -H+pHFb?a+ (U ?7zzx + olzx]) : 7

H=a+ H H+gH — H=ph.ath-h+olh]
ph. a+h-h+p|h]

0,e - e:unit > unit
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Semantics of History Expressions
lelp=¢  ledp=a  [A], = p(h)
[H - H'], = [H], [H'],
[H + H'), = [H], V[H'],
lelH]], = el[H],)

[uh.-H], = U,e, f10), f(X) = [H]px/m)



Regularizing safety (1)

elor = € hler = h alor = @
(H-H')|lor= Hlor - H |lor
(H+H')|or= Hlor + H |or

H|or if o ed

H = 9
p[H] Lo (¢[H lpu(pr]  Otherwise




Regularizing safety (2)

(Mh- H) lor = ph. (H/U/lcb,r{(uhﬂ)r/h} 0)

where H = H'{h/h;};, h; fresh, h & fu(H')

O-(h’t) — (:uh'H)FlCI)Uguard(hi,H’),F
( If - H) C P
0/(}%) _ <h l guaTCZI(hZ7 )_
h; otherwise

\
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