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Stack Inspection (1)

access control mechanism based on the analysis of
the execution stack (stack of method frames)

a security policy maps each class to a protection
domain (a named set of permissions)

to check if a permission F is granted:
frame in the call stack (starting from top)
P 1s not granted to the frame
an

the frame is privileged
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Stack I nspection (2)

lazy evaluation strategy: the one shown above
slow security checks
prevents from interprocedural optimizations
no update of the security context
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Stack I nspection (2)

lazy evaluation strategy: the one shown above
slow security checks
prevents from interprocedural optimizations
no update of the security context

eager evaluation strategy: the set of granted

permissions is updated at each method call
fast security checks

allows for interprocedural optimizations
(in combination with security passing style)

update of the security context
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Program M odel

Java Bytecode > Control Flow Graph

control flow + security checks
no data flow
conditional construct — nondeterminism

dynamic dispatching — nondeterminism
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Program Model - syntax (1)

Dy | b |}

ni: cal |

/

o/

no: cal |

A
- ns: check(

nq: return

Po)

DO PO7P1
D1 Py, P
D2 P07P17P2
D3 Po
Do D3
ns: cal | > ng: check( P:)
\j
ng: check( P1) :
Y Y
n7:return ng: return

[
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Program Model - syntax (2)

Dy ; D, ; Dy | Py, Py
| D1 Py, P
N cal | Do Py, P, Po
/ Ds Py
DQ\\ / D() D3
neo: cal | » ns:call —ng: check( Ps)
A Y
- n3: check( Fp)
A A Y Y
ng: return n7:return
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Program Model - syntax (3)

no: cal | > n5.call —F——{ng: check( %)
R ’
- n3: check( ) ne: check( P)

AN A Y

ng: return n7:return ng: return
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Program Model - syntax (4)

b ]

N\

no: cal | 7

~— 1

N\ /

¥

" n3: check( Po)

AN A

no: cal |

Al

nq: return

DO PO7P1
D1 Py, P
D2 P07P17P2
D3 Po
Do D3
ns: cal | » ng: check( P:)
\j
ng: check( P1) :
Y Y
n7:return ng: return
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Program Model - syntax (5)

Dy | b |}

ni: cal |

/
o/

Do

no: cal |

- A
- ns: check(

nq: return

Po)

D3

ns. cal |
Y
ng: check( P1)
Y

n7:return

ns: check( Ps)

v

ng: return
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Program Model - semantics (1)

* state = call stack + exception flag



Program Model - semantics (1)

* state = call stack + exception flag

top node



Program Model - semantics (1)

state = call stack + exception flag

an exception is active!



Program Model - semantics (1)

state = call stack + exception flag

(Ing,...,ng], true)y = |ng,...,ngl4

stack inspection o ~ F
transition relation (o, z) > (o', 2/)

reachability relation G > (o, ) when there is a trace
from (||, false) to (o, x)
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Program Model - semantics (2)

Stack inspection

il
1+ P
PePerm(n) oF P
ol
oc:ntk P
P € Perm(n) Priv(n)
Fs)

o:nkE P



Program Model - semantics (3)

Method call/return

o— 1)
[Dentry]
| > [n]
f(n)=call n—n'
[Dcall}
oc:n>o:n:n
/(m)=return n--+»n
[Dret}

oc:n:-mbp>o:n



Program Model - semantics (4)

{(n) = check(P) o:nk P n--sn’

o:n>o:n

({(n) =check(P) o:nl/P

J:nDUIné



Program Model - semantics (5)

Exception handling

n ——->én
[Dcatch]
o:ns>o:n
n /-3
[Dprapagate}




The Trace Permissions Analysis (1)

for each node 7, it computes the security contexts 7(n)
of all o such that G 1> o

Security context of a state o

(Dom(n)} i Priv(n)

I'([()=0 T(o:n)= <\F(0) U {Dom(n)} otherwise

Set of permissions granted to a security context :

[(y) = () Perm(D)

Dery
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The Trace Permissions Analysis (2)

For each state o and permission F:

ocFP <<= Pelll(0))
For each solution 7 and state o : n
G>o:n = dver(n).y=I(o:n)
For the minimal solution 7 and each state o : n
yeT(n) = do.Gp>o:n N y=I[(o:n)

the minimal solution is computed in O(/V) by our
worklist algorithm (/V is the number of nodes)
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The Trace Permissions Analysis (3)

Dy | b |

ny: cal l

/
o/

no: cal |

- Y
- ns: check(

‘A 4
nqg:return

Fo)

Dg Po, P
D4 P, P
D2 P07P17P2
D3 Ps
Do D3
ns: cal | = nsg: check( )
\j
ne: check( P) :
Y Y
n7:return ng: return
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The Trace Permissions Analysis (3.1)

Do ; D, Dy | PPy
o D1 Py, Py
/\Tnlzcal | D2 Po,Pl,PQ
/ Ds P
DQ\\ / D() D3
ns: cal | = ns5:call = nsg: check( )
A Y
ns: check( Po) ne: check( Pl)
A 4 Y Y
ng: return n7:return ng: return
| > [n4]
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The Trace Permissions Analysis (3.2)

Do ; D, ; Dy | PPy
. o D1 P, P
)
Hnlzcal | D2 Po,Pl,PQ
/ D3 P
DQ\\ / D() D3
ns: cal | = ns5:call = nsg: check( )
A Y
© ngz: check( Po) ne: check( P) :
A 4 Y Y
ng:return n7:return ng: ret urn

| > [n1] > [n4, ng)
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The Trace Permissions Analysis (3.3)

Do ; D, ; Dy | PPy
. o D1 Py, Py
9
}/\‘/ nyi: cal | Do Py, P, Po
/ Ds Py
DQ / D() D3
ns caPP } >~ nscall > ns: check( P»)
S v
. na: check(Po) ne: check( P) :
N Y Y
ng:return n7:return ng: ret urn

H > [nﬂ > [nl,no] > [n1,n0,ng]
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The Trace Permissions Analysis (3.4)

Dy | Dl;

oJe

{D1}

N /

n2 caPP}

N
{ ns: check(}%)

\ )
nqg:return

Dg Po, P
D4 P, P
D2 P07P17P2
D3 Py
D() D3
ns caPPDa = nsg: check( )
V
ne: check( Pr) :
Y Y
n7:return ng: return

H > {nl} > [nlvnO] > {n17n07n2] > [n17n07n27n5}
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The Trace Per missions Analysis (3.5)

Do ; D, ; Dy | PPy
. o D1 Py, Py
D
"ﬁ!’lilauli"l;’—_N\.:‘7%1 cal | Do Py, P, Po
D3 Ps
\ / Do Ds
N2 caPP } > N5 caPP Dz} ns: checi<D(O’192 p3t
. ) - a V :
© s Check(Po) ne: check( Py)
N Y Y
ng: return n7:return ng: return

- > [n17n07n27n5] > [n17n07n27n57n8]
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The Trace Per missions Analysis (3.5)

Do ; D, ; Dy | PPy
. o D1 Py, Py
D
"ﬁ!’lilauli"l;’—_N\.:‘7%1 cal | Do Py, P, Po
D3 Ps
\ / Do Ds
N2 caPP } > N5 caPP Dz} ns: checi<D(O’192 p3t
. ) - a V :
© s Check(Po) ne: check( Py)
N Y Y
ng: return n7:return ng: return

- > [n17n07n27n5] > [n17n07n27n57n8] }7[P2
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The Trace Per missions Analysis (3.5)

Do ; D, ; Dy | PPy
. o D1 Py, Py
D
"ﬁ!’lilauil"}/—_—Q\‘:‘711 cal | Do Py, P, Po
D3 Ps
\ / Do Ds
N2 caPP } > N5 caPP Dz} ns: checi(D(OlBQ p3t
; ) - a V :
© s Check(Po) ne: check( Py)
N Y Y
ng: return n7:return ng: return

B> {nln no, Na, 15, nS}é

[ ) [ ) [ ] [ ) [ ) [ ] [ ) [ ] [ )
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The Trace Per missions Analysis (3.5)

Do ; D, ; Dy | PPy
. o D1 Py, Py
D
"ﬁ!’lilauli"l;’—_N\.:‘7%1 cal | Do Py, P, Po
D3 Ps
\ / Do Ds
N2 caPP } > N5 caPP Dz} ns: checi<D(O’192 p3t
. ) - a V :
© s Check(Po) ne: check( Py)
N Y Y
ng: return n7:return ng: return

- > [n17n07n27n57n8}é > [n17n07n27n5]é
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The Trace Per missions Analysis (3.5)

Do ; D, ; Dy | PPy
. o D1 Py, Py
D
"ﬁ!’lilauli"l;’—_N\.:‘7%1 cal | Do Py, P, Po
D3 Ps
\ / Do Ds
N2 caPP } > N5 caPP Dz} ns: checi<D(O’192 p3t
. ) - a V :
© s Check(Po) ne: check( Py)
N Y Y
ng: return n7:return ng: return

- > [n17n07n27n57n8}é > [n17n07n27n5]é > [n17n07n2}é
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The Trace Per missions Analysis (3.6)

Do | Di | Dy | PP
| i D Py, Py
)
}/\‘/ ’I’L1 cal | Do Py, P, Po
D3 Ps
\ / 2 2
no caPP } = ns caPP D2 N checi<D(O’192 |
4 {DO)D2} V :
{ ns: CheCk(Po) ne: check( Pp)
RN ‘ V D0,D2,
nga:return n7:return ngzretijrh :

- > {nly o, nS]

D3}

D3}

[ [
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The Trace Per missions Analysis (3.6)

Do | Di | Dy | PP
| i D Py, Py
)
}/\‘/ ’I’L1 cal | Do Py, P, Po
D3 Ps
\ / 2 2
no caPP } = ns caPP D2 N checi<D(O’192 |
4 {DO)D2} V :
{ ns: CheCk(Po) ne: check( Pp)
RN ‘ V D0,D2,
nga:return n7:return ngzretijrh :

- > [nl,no,ng] }_ P()

D3}

D3}

[ [
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The Trace Permissions Analysis (3.7)

Do | Di | Dy | PP
| i Dy P, P
)
"ﬁ!’lilauli"l;’—_N\.:‘7%1 cal | Do Py, P, Po
D3 Ps
\ / 2 2
no caPP } = ns caPP D2 N checi<D(O’192 |
a4 {Dop2} V :
{ ns: check( Fo) ne: check( Pp)
-~ {DO,D2} V DO0.D2,[
ng:return n7:return ngzretijrh :

D3}

D3}

- > [nlvnOvnS} > [nlvnOvnd

[ ] [ )
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Optimizations

Elimination of the redundant checks
Dead code elimination

Method inlining

Tall call elimination

Fast implementation of eager stack inspection
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Optimizations

Dead code elimination

Talil call elimination

Fast implementation of eager stack inspection
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Redundant Checks Elimination (1)

Do ¥

b ]

d

L~

ny: cal l

/
o/

.
.
‘ \

9.

cal |

Al

" ns: check( P)

»

nqg:return

Dg Po, P
D4 P, P
D2 P07P17P2
D3 Py
D1 D3
ns: cal | = nsg: check( )
\j
Y Y
n7:return ng: return
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Redundant Checks Elimination (1)

Do ; D, ; Dy | PPy
D1 Py, Py
/\Tnlzcal | D2 Po,Pl,PQ
/ D3 P
DQ\\ / D1 D3
ns: cal | = ns5:call = nsg: check( )
A Y
- ns: check( Pp)
A 4 Y Y
ng: return n7:return ng: return

7(ne) = {{D1, D2} }
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Redundant Checks Elimination (1)

Do ; D, ; Dy | PPy
D1 Py, Py
/\Tnlzcal | Do Py, P, Po
/ D3 P
DQ\\ / D1 D3
ns: cal | = ns5:call = nsg: check( )
A Y
- ns: check( Pp)
A 4 Y Y
ng: return n7:return ng: return

[I({Dy, D>}) = Perm(Dy) N Perm(Dy) = { Py, P»}

ICTCS'03 — p.26



Redundant Checks Elimination (1)

Do ; D, ; Dy | PPy
D1 Py, Py
/\Tnlzcal | D2 Po,Pl,PQ
/ D3 P
DQ\\ / D1 D3
ns: cal | = ns5:call = nsg: check( )
A Y
- ns: check( Pp)
A 4 Y Y
ng: return n7:return ng: return

P € H({Dl,DQ}) — MNg 1S

ICTCS'03 — p.26



Redundant Checks Elimination (1)

Do ¥

b ]

d

L~

ny: cal l

/
o/

.
.
‘ \

9.

cal |

Al

" ns: check( P)

»

nqg:return

Dg Po, P
D4 P, P
D2 P07P17P2
D3 Py
D1 D3
ns: cal | = ng: check( Ps)
Y
n7:return ng: return
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Redundant Checks Elimination (2)

* a check node n for permission P is redundant when:

Voe N*. G>o:n — o:nkE P



Redundant Checks Elimination (2)

a check node n for permission P is redundant when:

Voe N*. G>o:n — o:nkE P

Let 7 = T P=(G,Perm). For each check node n, define:

= ({1 |vern)}

II(n) is the set of permissions (statically) granted to n.
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Redundant Checks Elimination (2)

a check node n for permission P is redundant when:

Voe N*. G>o:n = o:nkFP
Let 7 = T P=(G,Perm). For each check node n, define:
= ({0 |yer(n)}

II(n) is the set of permissions (statically) granted to n.

Correctness of the optimization:

n isredundant <= P ell(n)
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Method inlining (1)

Do ~{} Dy ~{P} Dy ~{P}
R N — _4» na: check( P)
\ Y \
ns: return ng: return ns: return




Method inlining (1)

Do ~{} Dy ~{P} Dy ~{P}
no:cal | ——— ——> no: check( P)
\ \ \
ns:return na:return ns: return

G > [ng| > [ng, n1| > [ng, ny, na| E P
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Method inlining (2)

Do ~ {} Dy ~ {P}
no:cal | —t—  (mnop ) oo — 15 check( P)
\ Y
nz: return nareturn <e--------- ns: NOP




Method inlining (2)

Example 1 (after inlining of n,)

Do ~{} Dy ~{P}
no:cal | ——=  (mpnop ... » 1: check( P)
\ Y
nz: return nareturn <e--------- ns: NOP
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Method inlining (3)

Do ~ {P} Dy ~{} Dy ~{P}
no: cal |l ——® ni:call —1— | mno:check( P)
\ \ Y
ns: return ng: return ns: return
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.I\/I ethod Inlining (3)

Example 2 (before Iinlining)

Do ~ {P} Dy ~{} Dy ~{P}
no:call ——® ni:call —1— | mno:check( P)
\ Y Y
ns: return ng:return ns:return

G > [ng| > [ng, n1| > [ng, ny, na| ¥ P
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Method Inlining (4)

Do ~ {P} Dy ~ {P}
no: NOP - » nip:call — 1w ng:Ccheck(P)
\ \
nz:return --------- n4: NOP ns: return
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Method inlining (4)

Example 2 (after inlining of ng)

Do ~ {P} Dy ~ {P}
no: NOP .. » ni:call — 1w mn9:check( P)
Y \
ns:return <e--------- n4: NOP ns: return
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Method inlining (5)

Let » — n’ be the call candidate for inlining. We require:

static dispatching, non-recursiveness:

Vm'e NNn—m' = m'=n" N m' & un)

ICTCS'03 —p.32



Method inlining (5)

Let » — n’ be the call candidate for inlining. We require:

static dispatching, non-recursiveness:
Vm'e NNn—m' = m'=n" N m' & un)
original version inlining:

VmeN m—n — m=n

ICTCS'03 —p.32



Method inlining (5)

Let » — n’ be the call candidate for inlining. We require:

static dispatching, non-recursiveness:
Vm'e NNn—m' = m'=n" N m' & un)
original version inlining:
VmeN.m—n = m=n

Isolation of the protection domain of n':

Vm ¢ p(n'). Dom(m) % Dom(n')

ICTCS'03 —p.32



Method inlining (6)

The key idea is the following:

method inlining is safe iff the outcome of the security
checks Is preserved.
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Method inlining (6)

The key idea is the following:

method inlining is safe iff the outcome of the security
checks Is preserved.

let Dom(n) = D, Dom(n') = D’. We define:

Y if D" ¢ ~

[nln(W) — <\(7 \ {D’}) L {D} otherwise
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Method inlining (6)

The key idea is the following:

method inlining is safe iff the outcome of the security
checks Is preserved.

let Dom(n) = D, Dom(n') = D’. We define:

Y if D" ¢ ~

]nln(W) — <\<7 \ {D’}) L {D} otherwise

the three conditions above guarantee that Inl,(v) is
the context after the inlining of n.

ICTCS'03 — p.33



Method inlining (7)

The correctness of method inlining is decided as follows:

assume that a solution 7 to the TP analysis is
available. We assign a fresh name to Dom(n’), then we
restart the worklist algorithm from n.

ICTCS'03 — p.34



Method inlining (7)

The correctness of method inlining is decided as follows:

assume that a solution 7 to the TP analysis is
available. We assign a fresh name to Dom(n’), then we
restart the worklist algorithm from n.

each time we reach a node /(n) = check(P), we
check that, for each context v € 7(n),

P ell(y) < P ell(Inly(v))
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Method inlining (7)

The correctness of method inlining is decided as follows:

assume that a solution 7 to the TP analysis is
available. We assign a fresh name to Dom(n’), then we
restart the worklist algorithm from n.

each time we reach a node /(n) = check(P), we
check that, for each context v € 7(n),

P ell(y) < P ell(Inly(v))

If this Is true for each node reached after the call n,
then 7 is inlineable in G.
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.I\/I ethod inlining (8)

We define the

of a CFG

G = (N U{n.}, E,Privg,Domg) as

G = (N U{n.}, F,Privy,Domg), where:

PI’iVG (n)

DomG(n)

/

\

/

\

true if Privg(n) and n — u(n)

Privg(n) otherwise

Domg(n) ifn — u(n)

Domg(n) otherwise
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Method inlining (9)

l(n)=call n—n'" n#n

o:np>r o:n:n

((n)=call n—n

/

o:np>l, o:n



Method inlining (10)

((ny=return n-->m n A+ un’)

N A N :
o:n:m B, 0:m

((n'y=return n-->m n— un’)

c ! ST :
o:n B, 0:m



Method inlining (11)

Theorem (Correctness of method inlining.)

If 72 is inlineable in G and G is the n-inlined version of G:

<O-07x0> > - D <O-k7xk>
D

<d0,l’0> Dh : D;'.lnl <é-k7xk>

inl
where oy = ||, ¢ = false, and o, = nl;,(0;) for ¢ € 0..k.

inly, (o) =0 top(o) #n inly (o) =0

/ /

inly(oc:n')=0c:n nly(oc:n:n')=0:n
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Conclusions

iInterprocedural optimizations in presence of stack
Inspection
based on solid static techniques (CFA)
no update of the security context
dynamic linking is possible
overhead at linking time / deoptimization
TO DO:
parametric permissions (ongoing work)
dynamic policies (ongoing work)
Implementation & performance evaluation
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Appendix - Def. of the TP Analysis (1)

TPin(n) = | J TPou(m,n)
(m,n)EE

{{Dom(n)}} if o—n

TE, i) = < {vu{Dom(n)} | v € TPeau(m) } if m——n
T Pirans (m) if m -——»> n

| T Peaten(m) if m --,n

TPon) — {{{Dom<n>}} 1Priv(n) and TP, (n) #
TP, (n) otherwise



Appendix - Def. of the TP Analysis (2)

({~€TP,(n)| Pell(v)} if ¢(n) = check(P)
TPt'r’ans (n) = 4 {’}/ = TP,m (TL) TranS(n, {Dom(n)})} If E(n) = cal | ; PflV(n)
{7 € TPy, (n) | Trans(n,v) } otherwise
Trans(n,v) = 3m € p(n). v U {Dom(m)} € TP, (m)
({~ e TPyu(n) | P¢T(y)} if £(n) = check(P)
T Peoten(n) = < {~v € TP;,(n) | Catch(n, {Dom(n)})} if £(n) = cal | , Priv(n)
{7 € TPy, (n) | Catch(n, ) } otherwise

Catch(n,v) € 3Im € & (n). v U {Dom(m)} € TPoysen(m)
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