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Replay Attacks in Protocols
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Needham-Schroeder

 |nvented in 1978

1. A—-S: A BN, b
Key distribution steps:

2. S—>A: {No,B,K,{K,A}k,}K. " The key should be known

to both A and B
3. A-B: {AK)g,

P
A,
4. B —= A: {Nb}K Authentication steps:
~  Aand B make sure that they both
5. A= B: {N,—1}k J  knowthe key
6. A—B: {Msglk } Message exchange step
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mES-:
Needham-Schroeder
An old_session

 The Denning-Sacco Attack @y ¢ I legliee
1. A—-S: A B, N, 1.
2. S—A: {N,,B,K{K A}k, }k, 2. ...
3. A—B: {A Kk, 3. M(A)—B: {A K}k,
5. A—-B: {N, —1 ' — D b~ Lrk

A'is convinced that K is fresh B believes he is talking to Al
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LySa Calculus

sender
One global channel receiver
r — payload

1

1. A—S: ABN}ASABN)

2. S—A: {N, B K {K A}k, }k.
3- A%B {A K}Kb ;<A7B7{A7K}Kb>.

, pattern matching
4. B—A: {Np}x variable binding

(4, B;y).
5. A— B: {Nb — 1}K decrypt y as {A;k} i, in

6. A— B: {Msg}y
P = Py | Pg|Ps oo
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Session ldentifiers

___________________________________________________________________________________________________________________________

protocol run 2

T([(A, S, Na).]2) <
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mEN:
Extended LySa Calculus

Stops when

reaching n or x
Standard - Extended FUNTks) = {IN]s b,
Lerms E - &m0 (G200 =
Processes P TP | TUN0L) [ T(G).0)) =
T ([N:])-0 | (G 2)-0)]
Stops when
reaching O or !
1. A—S: A BN, — (45ABN,).|
2. S—A: {N., B KA{K, A}k, }xk. P — PA | PB | PS
3. AsB: {AK)x, ﬂ{fhff}ml
4. B—A: {Ny}g (A, Biy). Unfold once in each

decrypt y as {A; k}k, in 7) — [!P] O semantics Step

5. A— B: {Nb—l}K

6. A— B: {Msg}lx
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Freshness Property

Equallty with sessin IDs

ingnored

Extract the session ID

.
-

decrypt [{51,52}50] as {517$2}£’ i 77 {81’82 LR

decrypt {|Ng]
|

decrypt {[Nalz, [No]2} [k, as {[Na]1; 2}k, in 0

1, [Np]1 b1k, as {[Nal1; 2} K7, 0 0

52/332]
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Static Analysis

All possible solutions

e Approximation

— Over-Approximation
 Algorithms

— Control Flow Analysis

/
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r% proxmation

Actual Solution
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Static Analysis

e Analysis of Terms pE£&: v
— Determine the possible values that each term

may evaluate to
* Analysis of Processes p,x

— Collect the values that may flow on the

network
— Error component

K =rm P
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.
The Attacker
o Capabillities
Eavesdrop
Alter
Insider or outsider or both ‘G‘
Obtain old session keys
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A— S
S — A:

A e

Session 0 T([(A, B, {4, K}x,)]o)

A— B:
B — A:
A— B:
A— B:

A, B, Nq

{Ncw B, K7 {Ka A}Kb}Ka
{A? K}Kb % (4,B,{A,K}K,)-

{Nb}K X

{Ny, — 1}k
{Msg} K

(A, B;y).

decrypt y as {A;k} K, in

P =

mEn:
Analysis of Needham-Schroeder

P =[Pl

T (I(A, B,y).

P4 | Pg | Ps

decrypt y as {A; k}k, ino)

session1 T ([(A, B,{A, K}, )]1) tT ([(A, B,y).

decrypt y as {A; k} gk, in]i)
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Conclusion

e Simply process calculus with
cryptographic primitives for modelling
security protocols

o Automatic algorithm for providing security
assurances for protocols
— Semantics correct and sound

* Implementation has been used to validate
a number of protocols

i



Informatics and Mathematical Modelling

lﬁ.
)
(o]
0
o]

Thank You!

.
R

=
—]
f—

.



