More specific: A type assignment (reg V' ;, opdV';); ) is more specific
than (regT';, opdT;);ep, if the following three conditions are satisfied:

n) CD
mregV i Ereg regT'; for each ¢ € V
= 0pd V' Egeq opdT'; for each 1 € V

Verification of method pu:
Attempt to construct a bytecode type assignment (reg V', opdV ;)eyp

V = dom(uvisited), set of visited code indices
C = dom(changed), set of changed code indices
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Theorem. |f the method p1 has a bytecode type assignment
(regT’;, opdT';);ep, then during the verification process

(regV'y, opdV ;)1 is always more specific than (regT';, opdT;);ep
and no VerifyError occurs.

Conclusion: If bytecode can be typed, then the verifier computes a
principal (= most specific) bytecode type assignment.
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Soundness of the verifier

Theorem. During the verification process the following invariants are
satisfied where C = dom(changed) and V = dom(visited):

11.C C V and V is a set of valid code indices of the method L.

12. Code index 0 belongs to V.
13. Let [7q,..., 7] = argTypes(u) and ¢ = classNm(u). If p is a

(a) class initialization method: reg 1V o = ().

(b) class method: {0+ 71,...,n — 1+ 74} TCyep reg V.

(c) instance method: {0 — ¢,1+— 71,...,n— Ty} Cyeo 1eg V.
(d) constructor: {0 +— InInit,1— 71,...,n— Tp} T 1eg V.

(The constructor of class Object is treated as an instance method.)
14. The list opdV ( is empty.
15.1f i € V\ C, then check(u, i, reqV ;, opdV ;) is true.

16.1f i € V' \ C and (j, regS, opdS) € suce(p, i, 1eqV ;, opdV;), then
g€V, regS Ereg regV; and opdS Egeq opdV ;.
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Soundness of the verifier (continued)

17.1f i € V\ C, code(i) = Ret(x) and reqV ;(x) = retAddr(s), then
for all reachable 7 € V' \ C with code(j) = Jsr(s):

(

(b) reg Vi Ereg mod(s) < regV 4,
(c) opd Vi Eseq opdV j41,
(d)
()

index which belongs to s belongs to [,
(f) neither (¢, k)new nor Innit occur in mod(s) < regV j4q.

18. If i € V and retAddr(s) occurs in regl/;, then 4 belongs to s.
If © € V and retAddr(s) occurs in opdV;, then ¢ = s.
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Verifying JVM7; — the diligent JVM7

Dynamic functions:

regV : Nat — Map(ReglNo, Verify Type)
opdV  : Nat — Verify Type*

visited : Nat — Bool

changed : Nat — Bool

Transition rules:

diligent VM =
if dom(changed) # () then
verifySchemej(code, maxOpd, propagate VM, succy, checky)
else

trustful VM
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Verifying JVM 7 (continued)

verifySchemej(code, maxOpd, propagate VM , succ, check) =
choose pc € dom(changed)
if check(code(pc), maxOpd, pc, regV pe, opdV pc) then
changed(pc) = undef
propagate VM (code, succ, pc)
else
halt .= "Verification failed"

propagate VM (code, succ, pc) =
forall (s, regS, opdS) € succ(code(pc), pc, regV pe, opdV pe)
propagateSucc(code, s, 1eqS, opdS)
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Verifying JVM 7 (continued)

propagateSucc(code, s, reqS, opdS) =
if s & dom(visited) then
if validCodelndex(code, s) then
reqgVg ={(x,t) | (z,t) € regS, validReg(t, s)}
opdV ¢ = [if validOpd(t, s) then t else unusable | t € opdS]

visited(s) = True
changed(s) := True
else
halt .= "Verification failed (invalid code index)"

elseif 795 Ciep 1egV s A 0pdS Egeq opdV s then skip
elseif length(opdS) = length(opdV ) then

reqV = regV s Ureg T€gS

opdV g = opdV s Uypq opdS

changed(s) := True
else halt := "Propagate failed"

Copyright (© 2002 Robert F. Stark, Computer Science Department, ETH Ziirich, Switzerland 7



Valid return addresses:

validReg(retAddr(l), pc) = pc € belongsTo(l)
validReg(t, pc) = True

validOpd(retAddr(l), pc) = (I = pc)
validOpd(t, pc) = True
Merging of verify types:

t1 Uty =1if t{{ = to then t; else unusable
rs1 LU rsy = rs; U rsy

opdS Uopd opdV =[sUwv | (s,v) € zip(opds, opd V)]

reqS Ureo regT = {(z,t) | (z,t) € R, t # unusable}
where R = {(z, 7egS(x) U regT(z)) | € dom(regS) N dom(reqT)}

Copyright (© 2002 Robert F. Stark, Computer Science Department, ETH Ziirich, Switzerland 8



Verifying JVM, — the diligent JVM,

init Verify(meth) =
visited(0) = True
changed(0) := True
regV = formals(meth)
opdV g =[]
forall i € dom(visited), i # 0
visited (1) = undef
changed (i) := undef
reqV ; = undef
opd V' ; = undef
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Verifying JVM¢ — the diligent JVM¢

propagate VMEg(code, succe, pc) =
propagate VM (code, succ, pc)
case code(pc) of
Jsr(s) — enterJsr(s) := {pc} U enterJsr(s)
forall (7, x) € leaveJsr(s), i & dom(changed)
if regV ;(x) = retAddr(s) then
propagateJsr(code, pc, s, 1)
Ret(z) — let retAddr(s) = regV pe(z)
leaveJsr(s) .= {(pc, z)} U leavesr(s)
forall j € enterJsr(s),7 & dom(changed)
propagateJsr(code, j, s, pc)

Remark:
enterJsr(s) ={j € V | code(j) = Jsr(s)}
leaveJsr(s) D {(i,x) | 1 € V, code(i) = Ret(x), regV;(x) = rA(s)}
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Verifying JVM¢ (continued)

propagateJsr(code, j, s, 1) =
propagateSucc(code, j + 1, reqg @ mod(s) < regV;, opdV;)
where

reg) = {(z,t) | (z,t) € mod(s) < regV';, validJump(t, s) N
t# (., Jnew Nt F# Ininit}

validJump(retAddr(l), s) = belongsTo(s) C belongsTo(l)
validJump(t, s) = True

Remark: Invariant 17 remains true.
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