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Abstract. We introduce a Control Flow Analysis that statically ap-
proximates the dynamic behaviour of mobile processes, expressed in (a
variant of) the m-calculus. Our analysis of a system is able to describe
the essential behaviour of each sub-system, tracking where and between
whom communications may occur. Therefore, we can safely approximate
the behaviour of a system plugged in a larger and mainly unknown con-
text, without explicitly analysing it. Quite a lot of possible properties
fan out, among which some related to confidentiality and with security
policies.

1 Introduction

Systems of mobile processes are open systems: they are considered as
part of larger and mainly unknown contexts. Their analysis is particu-
larly challenging, because it should describe and predict the behaviour of
systems and of their sub-systems, regardless of the possible hostile envi-
ronment in which they run. Protecting data and resources is crucial in any
information management system for secrecy, for integrity and for avail-
ability. Enforcing protection requires to state which information flows are
allowed and which are not, i.e. to enforce an access control policy w.r.t.
principals and resources.

To abstractly represent and study systems, we use (a variant of) the
m-calculus [21], which is a model of concurrent communicating processes
based on name passing. Names may represent both data and channels that
processes exchange. In our framework resources are names (channels and
data), while principals are sub-processes. We further assume that read
and write are the only modes to use and access resources. We can then
exploit the precision of the technique briefly outlined below to statically
predict when processes respect a few security policies.
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The analysis we present here approximates the behaviour of a system
P and of its sub-systems, plugged in any environment F, without explic-
itly analysing F. In particular, we approximate the possible interactions
of P with E, that may occur on the channels they share. More precisely, £
can listen on these channels and can therefore acquire new names. More-
over F can send to P all the names it has acquired and exploit them as
channels. This is reminiscent of the Dolev and Yao model [15]. A richer
structure on data, e.g. that of the spi-calculus [1] does not affect deeply
our approach and these extensions can be dealt with as in [7].

We use here a specific static technique, Control Flow Analysis (CFA),
based on Flow Logic [22] and propose an analysis for the w-calculus that
refines the one in [8]. The main idea is to exploit in its definition the no-
tion of “logical” addresses of sub-processes, in the style of the enhanced
operational semantics [13,9]. Through them, our CFA can safely approxi-
mate the behaviour of each sub-system, tracking where and between which
communications may occur. More in detail, the result of our analysis, or
estimate, is a triple (p,n, ®). Actually, things are a bit more complex; we
shall come on this issue later on. The first component, p, gives informa-
tion about the set of channels to which names can be bound at run-time;
the second component, 7, gives information about the set of channels that
can be communicated on given channels and about the addresses of par-
ticipants in the communication. Additionally, an estimate establishes a
super-set @ of the knowledge of the environment. This last component is
therefore used to implicitly approximate the behaviour of F, by collecting
all the names the environment initially knows and those it can acquire
from P, as described above.

The analysis is carried out by taking into account the abstract syntax
tree T of a process, built by considering parallel composition | and non-
deterministic choice 4+ as main operators. The path from the root of T —
the whole process — to a node corresponding to a sub-process P we call
address of P. Addresses implicitly annotate sub-processes. So, they also
offer a way of determining the principals involved in a system. Consider
the following three processes, where just for explanation, we make the
annotation explicit:

P = (gﬁg)l%) Py = (g%fr\iﬁ:_) Py = (a(y)-ab)

In our CFA, addresses are then used to selectively collect the information
of interest, e.g. the values a variable y may assume at run-time. Clearly,



these values may vary, depending on the different sub-processes where y
occur. So, using addresses we obtain better estimates, without explicitly
resorting to contexts.

In our example, the operational semantics of the w-calculus tells us
that the variable y in P; can be bound to b, while in P, and in Pj it can-
not, unless £ knows b and sends it along a. Our present analysis reflects
this situation, by statically considering possible only synchronizations be-
tween sub-processes in parallel. A communication is predicted only if the
receiving sub-process is in parallel with the sending sub-process; techni-
cally, if the two co-actions lie on different sides of the same |. Instead, the
analysis proposed in [8] (safely, but imprecisely) predicts that variable y
may be bound to b in all cases above, even if receiving and sending are
mutually exclusive as in P», or reading must occur before sending b, as in
Ps.

The addresses of the sub-processes within a replicated process require
a special handling. Indeed, at run time replication alters significantly the
structure of syntax trees, yet in a predictable way. Consider for exam-
ple the process |P, where P = (a(y).Q + @ab.R); a communication be-
tween two copies of P is possible, resulting in the following transition:
P " (Q| R) |'!P. Our CFA must then take care of a possibly infinite
set of addresses. Roughly, in the example above, before the transition, the
address of a(y).Q is +¢ (prefixed by a special tag giving information on
the fact that it is inside a !), while after the transition there is a copy of
a(y).Q at address |1+ (prefixed by the additional special tag); further
communications will increase the number of tags ||;. We shall tackle this
problem and maintain our estimates finite in the following way. First, a
pre-estimate is computed, considering that ! P originates two copies only
in parallel —which agrees with the operational semantics—, but with
addresses 1y and !; that are the special tags mentioned above. This is
the triple (p,n,®) or pre-estimate we referred to above. In this way, our
analysis uses a finite number of addresses, only. The actual estimate, pos-
sibly involving an unbound number of addresses, is then obtained by a
suitable closure operation on a pre-estimate, actually only of its 1 com-
ponent. The major point here is that we show that no information is
lost if one considers pre-estimates in place of estimates, as long as one
is interested in predicting the flow of information between sub-process,
including an attacker. So, we can safely use pre-estimates when checking
security properties and leave estimates play a technical role, only.

We shall establish the semantic correctness of our analysis in the form
of a reduction theorem and we shall show that least pre-estimates always



exist. There is also a constructive procedure for obtaining the least solution
(pre-estimates, actually), whose complexity we argue is polynomial.

We validate our proposal on a variety of security properties taken from
the literature, in particular those based on access policies, thus showing
it quite flexible and expressive. The general scheme consists in selecting a
specific dynamic security property and defining a static check on estimates
that implies the dynamic property, i.e. if a system passes a static security
check, then all its computations do enjoy the dynamic property. The
major point is that an estimate is generated once and for all, while the
properties are checked by performing different static tests on the single
computed estimate. Since our analysis approximates the behaviour of each
component of the system under consideration, we can statically predict:

— which kind of actions (read or write) are possible at certain addresses,
including those arising from replicated processes,

— which principals can perform them,

— on which channels these actions may take place,

— which objects flow on which channels and

— with which partner communications take place.

The paper is organized as follows. The next section briefly surveys our
version of the m-calculus. Section 3 introduces addresses of sub-processes,
based on the structure of abstract syntax trees. We develop in Section 4
a static analysis for tracking communications in our calculus: we show its
semantic correctness and demonstrate that pre-estimates always exist. We
also sketch how to obtain them. Finally, in Section 5 we apply our CFA
to establish properties related to secrecy. We conclude with Section 7.
Appendix contains the proofs of our main results.

2 The Process Calculus

In our approach, channels are interfaces and processes are interested in
filtering received values, e.g. in accepting a valid password or a PIN and
refusing invalid ones. For this reason, we slightly change the standard
m-calculus [21] obtaining an equally expressive variant of it.

The main difference with the standard calculus is the absence of an
explicit matching construct, replaced by a selection on the values received
in communications. Values are accepted only if they are included in the
selection set. In other words, inputs only succeed on values matching
one of the names in the set. The remaining part of the calculus is fairly
standard.



Syntaxr For the following treatment, it is convenient to partition the set of
names in values and variables. Intuitively, the first set, Val, ranged over
by a,b,c,d. .., contains all those names that may occur free or restricted
in processes. When a value a is used as a channel on which other values
flow, we sometimes shall call ¢ a channel. The variables in Var, ranged
over by x,y,w, z ..., are those names occurring within input prefixes.

Furthermore, to simplify the definition of our control flow analysis in
Section 4, we discipline the a-renaming of bound values and variables. To
do it in a simple and “implicit” way, we assume that values and variables
are “stable”, i.e. that for each value a € Val there is a canonical rep-
resentative |a| for the set {a,ap,a1,---} and similarly, for each variable
x € Var there is a canonical representative |x| for the set {x, zg,z1,---}.
Then, we discipline a-conversion as follows: two values (resp. variables)
are a-convertible only when they have the same canonical value (resp.
variable). In this way, we statically maintain the identity of values and
variables that may be lost by freely applying a-conversions. Hereafter,
we shall simply write a (resp. x) for [a| (resp. |x]). We also assume that
all the bound values and variables are kept distinct and that the bound
values never clash with the free ones.

Definition 1. Processes are defined according to the following syntaz,
where Y C (Val UVar) is a finite set.
P> P,Q, R ::= processes

0 inaction o= prefixes

n.P prefix T silent prefix
(va)P restriction z(y € Y) selective input
P+ P nondeterministic choice Ty output

P|P parallel composition

P replication

The prefix 7 is the first atomic action that the process w.P can per-
form. The silent prefix 7 denotes an action which is invisible to an external
observer of the system. The output prefix does not bind the name a which
is sent along .

The input prefix 2(y € Y') binds the name y in the prefixed process P.
Intuitively, some name b will be received along the link named x activating
the process P (where b substitutes y) only if b € Y. Variables can occur
in Y, some of which can be instantiated to names by firing the input
prefixes that bind them; we assume that y ¢ Y.

Summation denotes nondeterministic choice. The operator | describes
parallel composition of processes. The operator (va) acts as a static binder



Tau:7.P P Out:ab.P 2% P Sel_Ein :a(y€Y).P LN P{b/y}, beY
Py 5 Qo Py 5 Qo
Sumg : m Parg : —————————, bn(p) N fu(P1) =0
Po+P — Qo+0 Py|P1 — Qo|P1
P2Q PQ
Openziﬁ(b),b#a Res : ———————,a & vals(n)
(vb)P — Q (va)P — (va)@Q
Py ™ Qo, P > Qi P ™ Qo P Qs
Comy : = Closeg : —
Po| Pt — Qo|Q1 Po|Pr — (vb)(Qo|Q1)
PP Q P=P L Q=qQ
ang 1 —— ——— Var : m
P — Q|!P P ——Q

Table 1. Early transition system for the m-calculus (symmetric rules are omitted).

for the name a in the process P that it prefixes. In other words, a is a
unique name in P which is different from all the external names. Finally,
P behaves as many copies of P as needed, put in parallel.

Semantics Our operational semantics for the m-calculus is an early one
and is defined in SOS style; the labels for transitions are 7 for silent action,
ab for input, @b for free output and @(b) for bound output. We use u as
metavariable for the labels of transitions, distinct from the metavariable
7 of prefixes. The sets of free values fn(.), of bound values bn(.) (and of
values vals(.) = fn(.) U bn(.)), as well as those of free variables fu(.), of
bound variables bu(.) (and of variables vars(.) = fu(.) U bu(.)) are defined
much in the standard way. E.g. fn(a(y € Y).P) = {a} U vals(Y) U fn(P),
and fu(a(y € Y).P) = (vars(Y) U fu(P)) \ {y}.

Our static approximations exploit the structure of processes, so we
need to preserve it as much as possible under this dynamic evolution. This
is the main reason why our semantics slightly differs from the standard
one.

In particular, our congruence has no rule for making the parallel and
nondeterministic operators associative and commutative or for consider-
ing inaction as a neutral element, i.e. monoidal laws are not valid here.
In this way, the abstract syntax tree of a process, or more precisely its
structure, cannot be altered by the application of a congruence rule. The



structural congruence = on processes is then the least congruence satis-
fying:

— P =Q if P and @) are a-equivalent in the disciplined way discussed
above

— (va)(vb)P = (vb)(va)P;
(va)P =P and (va)(P|Q)=(va)P|Q,if a & fn(Q)

Tab. 1 displays the rules of the operational semantics of our calculus.
The symmetric rules for Sumg, Parg, Closeg and Comg are omitted. As
written above, our rules slightly differ from the standard early ones, in
particular input and summation are treated differently. So we discuss
these cases in some detail below. Also, we use the variant of the standard
rules for replication of [27], in which two copies in parallel P|P of | P make
a move: either a sigle copy does or the two communicate each other.

The placeholder of the input is instantiated in the axiom for selective
input (Sel_Ein): a(y €Y).P b, P{b/y}, only if b € Y. For any b and vy,
P{b/y} denotes the operation of substituting b for the free occurrences of
y in the process P. In particular, if P is on the form ¢(z € {y} UY).P’,
then P{b/y} = c(z € {b} UY).P'{b/y}. Here we are somehow more de-
manding than the standard semantics that allows everything to be read
from outside, with a so-called free input. Intuitively, our selective input
implements a filter on the messages that a process is willing to accept.
Note that our selective input suffices to encode the standard matching
construct [x = y|P of the w-calculus as (va)(az | a(y € {z}).P). Ad-
ditional work is needed to encode the selective input in the mw-calculus;
roughly one has an input followed by a sequence of matchings covering
Y, taking care that the input can anyway occur even if a matching fails.

As for the Sum rules, the “structure” with respect to + of the pro-
cess is preserved leaving a 0 in the place of the process not chosen, i.e.
if Py -5 Qo then Py + P - Qo + 0 (and, symmetrically, if P, - Q,
then Py + P, -5 0+ Q1). Note that this change does not affect at all the
standard meaning of the nondeterministic operator.

Our peculiar rules for summation and the absence of monoidal laws for
summation and parallel composition preserve the structure of a process,
in a way made precise in the next section. Instead, as we have seen in
the Introduction, replication alters this structure, yet in a predictable
manner>. Process structure is particularly useful for our analysis and we
will see below how we are able to exploit it and to handle its changes.

3 Of course the structure of the target of the transition a@b.(Po|P:) =, (PolPy) is
somehow different from that of the source.



Po+!P1 P|(Ps + Py)

Py 1P P P3 + Py

P Ps Py
Fig. 1. The tree of (sequential) processes of R = (Py+!Py)|(P2|(Ps + Pa)).

3 On the Structure of Processes

To approximate the behaviour of sub-processes in a process, we need
a way to single them out. As already said, we do it by exploiting the
abstract syntax trees of processes, where arcs are ordered, so we use no
explicit centralized naming service. These trees are built using the binary
parallel composition |, the nondeterministic choice + and replication !
as main operators. Given a process R, the nodes of its tree (see e.g.
Fig. 1) correspond to the occurrences of |, + and ! in R, and its leaves are
the sequential components of R (roughly, those processes whose top-level
operator is a prefix).

We sketch now how to use these abstract syntax trees. We consider
first the operators | and +, and we recall that they are neither commuta-
tive nor associative nor they have a neutral element; the operator ! will
be discussed later on. Since we cannot swap the arguments of | and +,
it comes natural to assume that the left (resp. right) branches of an ab-
stract syntax tree denote the left (resp. right) component of a | or of a
+ operator, and so we label their arcs with tags ||p and £ (resp. ||; and
+1). Now, consider the path from the root of the abstract syntax tree to
one of its leaves. For example, in Fig. 1, consider the path labelled |1 ||1£0
that leads from the root, i.e. the whole process R to the sub-process P3.
This label we call address of Ps3 within R = (Po+!Py)|(P2|(Ps + Py)). As
a matter of fact, each address uniquely identifies a sub-process within a
given process.

We consider now the ! operator. In our example we only have !P; and
we do not make further explicit the internal structure of the body P;
itself. In order to deduce a transition for !P;, one has to “create” two
copies of P; (see rule Bang in Tab. 1) and possibly unfold these copies
inductively. The format of the rule Bang thus suggests us to signal that



the body of | P} is reachable in two ways: one leading to the left copy of
Py| Py, the other to the right one. In analogy with | and +, we therefore
use two tags !g,!1 to label the same arc outgoing from the node !. In
Fig. 1, the path |Jo%11 leads to Pp, just as the equivalent path |[o£1!;.

Recapitulating, given a process R, any one of its sub-processes P is
identified by a string ¥ € A = {||;, £, % | ¢ = 0,1}*. The string ¢ is called
address of P and corresponds to the path from the root, i.e. the whole
process R, to P. By the sake of explanation, we give the addresses of all
the other sub-processes of the process leaves of the abstract syntax tree
in Fig. 1. The address of Py is ||o%o, the address of P is ||1]|o and the
address of Py is ||1]1%1.

Conversely, given any process R, it is possible to localize its sub-
process P, if any, whose address is ¥). This is done via the operator @,
defined below. In Fig. 1, e.g. R@H1||1:|:0 = P53 and R@||1H1 = P3 + Py,
but RQ||1]/1]|1 is undefined. In fact, @ is not a total operator, and, given
a process P, it will be convenient to collect in a set the addresses that
lead to sub-processes of P.

Since the two operators | and + often play a similar role from now
onwards, we shall use the following

Notation. the For ¢ = 0,1, let ©; € {||;,%;} and let op, be | whenever
o; = ||; and + whenever ¢; = +;.

Definition 2. The localization operator Q¢ is defined on processes by
induction (€ is the empty address):

1. PQe = P;

2. ((va)P)@y = PQY;

3. (P() OPo Pl)@ i Y = Pz@ﬂ,

4. 1PQ@QYY = PQY, forie {0,1}.

The set Addr(P) = {9|3Q.PQY = Q} collects all the addresses of the
sub-processes of P.

From a semantic point of view, a communication can take place only
if the two complementary actions are compatible, i.e. if they lay on the
same side of a +, if any, and on different sides of the same parallel com-
position operator |. Furthermore, we have that all the actions inside the
replicated part of a process are considered compatible with the ones in
another copy of the same process and compatible with those in the rest
of the process. Therefore, two addresses 9 and 1 are compatible if they
share the same prefix, followed by any two addresses that however begin



with different tags, recording the presence of a parallel or a replication
operator. Formally, we define the following symmetric relation.

Definition 3. Given two addresses 9,9 € A, 9 and ¥ are compatible,
written as comp(¥, '), if and only if:

Y = 190”,’[91 and ¥ = 19(]”171"[9,1 fO?"i S {0, 1} or
9 =991 and ¥ = Yol /1 fOT’i € {O, 1}

Clearly, for all ¥, comp(99g, 991) if comp(dg, 7).

Back to our example in Fig. 1, Py and Ps, i.e. RQ||p+¢ and RQ||1]|1 %0
(here ¥ is €) may communicate and so do two parallel sub-components
of Py, if any (for which 9y is ||o%0). On the contrary, Py can communicate
with no copy of | P;: their addresses are ||o1o and ||g%1, showing that only
one out of Py and (a copy of) !P; can be active. Instead, any two copies
of P, can communicate, provided that P; may fire two complementary
prefixes; indeed, the address ||o£1!!y is compatible with ||o=£1!o.

The notion of address compatibility is vindicated by the Property 1,
that needs an auxiliary definition first. Its purpose is to single out in a
process, performing a transition ¢, the sub-process (or the sub-processes)
that acts in ¢. This is done exploiting the localization operator and visiting
backwards the proof of ¢ until an axiom is reached.

Definition 4. A transition P - Q involves, i.e. has been deduced with,
the axiom PQY LN R iff
—V9=¢ pu=y, and P = p.R;
— P = (va)P' then for suitable Q' the transition P! 5 Q' involves
rag s R;
— ¥ =%, P= Py+ Pyi, and for suitable Q; the transition P; LN Q;
inwvolves P;Q1; L/> R;
— 9 = ||ivi, P = Py|P1, and for suitable Q; the transition P; -, Q;
involves P;Q; > R, with " € {u, W'}; R~ R.
— 9 =19, P =!S and for suitable Q' the transition S|S - Q' involves
say - R.
Note that a single transition may involve one or two axioms. In the
second case, the transition is on the form P — @ and the involved

axioms are PQYy -2 Ry and P@Y; X5 Ry. In particular, in the fourth
case, if ¥y = |9, and ¥; = |9} the label is then " = p = 7, while

10



if 99 = ||iY) and 91 = ||1_;¥] then the label is p” = p;, for i € {0,1}.
Actually, if the transition is due to the application of a Close, we have
that the axiom involved is on the form u; = ab and p” = a@(b).

FEzample 1. Consider the following process

Simp_Sys =P | Q
P =7acb(z € {a,c}) + ae
Q=a(z €{c}).Q

We have that Addr(Simp_Sys) = {|loxo}U{llox1}U{|l1.-Addr(Q")}. The
following transition is possible,

Simp-Sys > (b(z € {a,c}) +0) | Q'{c/a},
in which @ receives on channel a the message ¢ sent by P and c replaces
z in . The transition involves Simp_SysQ|oto = ac.b(z € {a,c}) —>
b(z € {a,c}) because (ac.b(z € {a,c})+ae)@tq —5 b(z € {a,c}) involves
the axiom (ac.b(z € {a,c})+ae)@Q=+g 2 b(z € {a,c}). Furthermore, it in-
volves Simp_SysQ|; = a(z € {c}).Q" 2% Q'{c/x}. The communication
above involves two axioms, and indeed its label p = 7 is different from the
ones of the two axioms (ac and ac). Instead, if a single axiom is involved,

then pu = y/. E.g., the transition Simp_Sys % (b(z € {a,c}) +0) | Q

involves ac.b(z € {a,c}) 25 b(z € {a,c}).

The following property links compatibility with the transitions that
originate a communication; its proof is by straightforward induction.

Property 1. If P —— P’ involves both P@Qd, 2% Ry and PQd; 5 Ry,
then comp(dg, V).

Just as the definition of the axiom(s) involved in a transition ¢ talks
about the source of ¢, the following definitions describe how ¢ transforms
its source into its target. In absence of replication, the effects of a transi-
tion involving only the axiom PQ . R consists in substituting R for
the sub-process P@Q1 within P; additionally, whenever 9 can be split in
Yo & ¥, i.e. whenever a choice PQvYy = PQiy +¢ +PQiy+t; has been
resolved in favour of P@QJy+;, the discarded process PQy=£1_; has to be
replaced by 0, due to our peculiar rules Sum. Firing a replicated process
P affects considerably the target: a way of seeing it is to expand the
source !P into (P | P) |!P and proceed as for the bang-free case.

We will formally describe the above transformations in two steps:

11



— a function h first transforms the structure of the source in the struc-
ture of the target, (a) by substituting 0 for the discarded processes and
(b) by expanding the relevant replicated sub-processes !S in (S|5)|1S.

— asecond function, called localized substitution, substitutes Ry for PQdg
at the right addresses (and R; for PQ;) within the process, if the
transition involves PQUJy +% Ry (PQY, LER R;) and leaves the rest
as it is.

Both functions depend on the address(es) ¢ (and on ') of the sub-
process(es) of P involved by the axiom(s), whose tags drive the trans-
formations. When a single axiom PQd 5 R is involved, function h is
on the form h(1, P,¥,1), where the fourth argument is dummy (and put
equal to the third). If two axioms PQi, 2% Ry and P@Y; 25 Ry are in-
volved, then we have h(2, P,4¢,1"). Furthermore the localized substitution
is applied twice.

Definition 5. Let P a process, 9,9 € Addr(P), i € {0,1} and k €
{1,2}. We define the function h :{0,1} x P x Addr x Addr — P as

— h(1,Pee) = P;

— h(k, (va)P,9,v¢') = (va)h(k, P,9,9);

— h(k, Py ops P1,0;0,0;9") = P} ops Pj, where P! = h(k, P;,9,9) and
A Pl—iifoi:Hi.

Pl*i 10 Zf o =+,

— h(2,Py | P10, |1-) = P} ops P, where P/ = h(k, P;,9,9) and

Pll_l- = h(k‘, Plfi,ﬁl,ﬁ/);
— h(k,!P,2;9,19") = h(k, (P|P), |9, ||;9') | \P.

To determine the place where a particular substitution takes place,
we exploit addresses, as shown in the next definition.

Definition 6. Let P and R be two processes and ¥ € {|;, £+ | i = 0,1}*
be a bang-free address of P. Then, the localized substitution of R at ¢
within P, written as P[¥ — R] is defined as:

— Ple— R] =R;
— ((va)P)[¥ — R] = (va)(P[Y — R));

— .
— (PyopoPy)[00 — R] = PlopsP!, where {B = P[0 — R

Pl ;=P

Note that P[¥'¥" — R] = PQy¥'[¥" — R]. Moreover, note that, due to
the absence of occurrences of !; in ¥, P’ = P[¢ — R] can alternatively be

R ¥ =0
/ / ?
defined as the process such that P'@Qy’ = { P otherwise.

12



There is a further auxiliary definition we need to apply the localized sub-
stitution in order to obtain the target of a transition. Again, the problem
consists in taking into account any possible expansion of processes repli-
cated, in order to localize correctly the images of all sub-processes in the
source, in the changed structure of the target. The auxiliary function w(.)
transforms each occurrence of !; in the corresponding sequence ||pl|;, thus
obtaining a bang-free address.

Definition 7. Given an address ¢, we define the function w : Addr —
Addr such that
—w(e) =€, —’u}(<>ﬂ9) = <>iw(29); —w(!iﬁ) = H()sz(ﬁ)

Now, we have all the ingredients to determine the form of the target
of a transition, in terms of the axioms involved, as follows.

Lemma 1. If the transition P —— Q involves

(a) only the aziom PQY = R; then Q = h(1,P,9;,9;)[w(¥;) — Ri],
with i € {0,1};

(b) both axioms PQy 2% Ry and PQY; 5 Ry then
Q = h(Q,P, 190,’(91)[10(190) = Ro,w(ﬁl) = Rl].

Note that the two addresses ¥y and ¥; above are compatible and so are
w(y) and w(?¥); thus the two localized substitutions do not interfere.
Also, the structure of @ and the one of H = h(k, P,99,71) are the same:
the main difference consists in the sub-processes at address w(d;), that
in H coincide with PQ4¢; and in ) with R;.

Ezxample 2. Consider the following system Sys.
Sys=1P | Q

P =acb(z € {a,c}) + ae

Q=a(x € {c}).<f
Q =b(z).0| R

P represents a source of infinitely many outputs on a of the message c.
In the following transition, () receives the message ¢ sent on channel a by
a copy of | P.

Sys —— Sys' = ((b(z € {a,c})+0)|ac.b(z € {a,c}) +ae) | 'P) | (b{c).0| R)

The axioms involved are:

Sys@lloloto > b(z € {a,c}) and  SysQl; S Q'{c/x}.

13



Therefore the target process Sys’ is Sys”[w(|loloto) — P, w(]|1) —
Q'{c/z}], with Sys”" = h(2,Sys, |[ofo=to,|[1). By definition of h and of
w, we have that

— w(llo%%0) = llollolloto and w([]1) = ||1;

- SyS// = h‘(la ‘Pi n():IZO; nO:‘:O) | h(la Qa €, 6);

- h(l,Q,E, E) = b<33>0 ‘ R,

h(1,1P, Y940, Yot0) = h(1, (P|P), |lozo, |oto) | P =
h(1, P, £0,%0) | P|'P = ((ac.b(z € {a,c}) + 0) | P)| !P.

By summarizing, Sys” = ((ac.b(z € {a,c}) + 0) | P)| 'P| (b(z).0 | R)
and Sys’ = Sys"[lollo/loFo — P, |1 — Q{c/x}]

It is easy to prove the following corollary, ensuring that a process P
can make a transition leading in ) if and only if H can.

Corollary 1. Given a process P, then P 5 Q involves PQYy £% Ry
(and PQY, 5 Ry) iff H = h(k, P,99,91) —— Q involves HQw(dy) >
Ry (and HOw(9,) X5 Ry).

Back to our example, the transition Sys =!(@c.b(z € {a,c}) + @e)|Q ——
Sys’ = ((b(z € {a,c})+0) | ac.b(z € {a,c}) + a@e) | IP) | (b(c).0| R), that
involves the axioms (i) Sys@||plo=£o N b(z € {a,c}) and (ii) SysQ||; 25
Q'{c/x} is such that that Sys'Quw(||o!1) = Sys'Q||ollo]|1 = SysQl|o!; and
Sys'Qu(||1) = Sys'Q||; = SysQ||;.

4 Control Flow Analysis

We are interested in analyzing the behaviour of a process P plugged in
any environment F, without explicitly analysing F. More precisely, our
implicit analysis of the environment amounts to considering the most
powerful context sharing public names with P. (Technically, in process
algebras like m-calculus, a process () cannot know the restricted names of
another process P, unless P did not send them to Q.)

4.1 Validation

The aim of the analysis is to provide a safe approximation to the dynamic
behaviour of processes in terms of which messages are exchanged and
between which. More precisely, the result of analysing a process P is a
triple (p, E,@), called estimate or solution, that, roughy, establishes a
super-set of the set of (abstract) values to which the program objects
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(p,n,®) "0 iff true
(p,n,®) E” T.P iff (p,n,®) =" P
(p,n, @) E” Ty.P iff (p,n,®) E” P A
Va € p(z) : p(y) € m(9)(a) = J A
(@edAT£D) = ;Eg %
(p,n, @) E? z(y € Y).Piff (p,n,d) |:19 P A
Va € p(z), VY : comp(d ,19') :
J = (m@' )( )N o gz/))) > )()@mp((lg))
a)Np
WA= { s
(aedNJT #0) {;fg; (y)
(00, ®) E Po+ Py iff (p,n,®) E"*0 Py A (1, ®) Hil P,
(p,n,®) E Po|lPy iff (p,n,®) =710 Py A (p,n,8) E' Py
(o0, @) E’ (va)P  iff (p,n,®) E’ P
(p,n, @) E’ P iff (p,n,®) E"" PA(p,n,®) =" P

Table 2. Control Flow Analysis for the m-calculus.

can be bound to and, in our framework, giving information on where and
between which the communications take place.

From a static point of view, this is not trivial a task. The analysis has
a particular process P as input and should predict something on all the
possible continuations of P, i.e. all the possible processes () to which a
sequence of computations can lead. As we have shown in the previous sec-
tions, the structure of a process — in terms of its addresses — may change
each time a transition is fired. Mainly, the structure changes due to tran-
sitions of replicated sub-processes. Indeed, if the process under analysis
includes some replications, then its behaviour is potentially infinite. We
would like to have instead a finite analysis, able to safely approximate
this infinite behaviour, without paying so high a price. For this reason,
we first define a finite approximation, that we will call pre-estimate and
on that basis, we will define the real estimate or solution, as a result of
our analysis.
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More precisely, pre-estimates are computed considering that each repli-
cation ! P originates exactly two copies of P in parallel. This means that
our analysis uses a finite number of addresses, only. The actual estimate,
possibly involving an unbound number of addresses, is then obtained by
a suitable closure operation on a pre-estimate. Luckily enough, for our
aim, generating and investigating pre-estimates will be sufficient. So our
proposal is feasible (and efficient).

We then begin with the description of pre-estimates and then we pro-
ceed with solutions. In details, the pre-estimate components are:

— p:Var — p(Val) is the abstract environment that associates a set of
values with values; more precisely, p(z) must include the set of values
that x could assume at run-time. We shall allow to regard the abstract
environment as a function such that Va € Val : p(a) = {a}. Also, we
will use p(Y) as a shorthand for (J{p(v:) | vi € Y}.

— n = (n1,m2) is the abstract communication structure:

e : A— (Val — p(Val)) associates values, actually channels,
with the values that can be sent over them at certain positions;
more precisely, 71 (9)(a) must include the set of values that can be
sent over the channel a by the sub-process PQ4.

o 2 : A — (Val — p(A)) associates channels with the addresses
of sub-processes that can receive and send values on them; more
precisely, 12(1)(a) must include the set of addresses ¢ such that
P@1 can receive values on a, sent by PQu. For instance, if 9 €
n2(9')(a), then an internal action on channel a having P@9 as a
sender and P@% as a receiver is possible. (Note that ¢ and ¢ are
compatible.) We also predict communications with the attacker
and designate 95 to be the generic address of an unknown process
hosted in F, by definition compatible with all the addresses in P.

— @ C Val represents the external environment (see also [5]). This com-
ponent establishes a super-set of the values the environment can send
and receive on the channels it knows. According to the Dolev and
Yao model [15,2], (i) F initially knows a subset of the values of P;
(ii) afterwards, E may increase its knowledge by communicating with
P and (iii) F can use all the known values to communicate with P,
possibly affecting its behaviour.

Once defined the form of analysis pre-estimates, a Flow Logic for when
pre-estimates are acceptable consists in defining a number of clauses.
These clauses operate upon judgments of the form: (p,n,®) E” P. A
pre-estimate for a process P is then a triple (p,n,®?) s.t. (p,n,®) = P,
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where fn(P) C @ and fo(P) = (). Our Control Flow Analysis is defined by
the Flow Logic clauses in Tab. 2.

To understand how processes are validated, consider the most crucial
rules, those for parallel composition, for output, for input and for repli-
cation. All the rules for a compound process require that the components
are validated, and so we feel free to omit these conjuncts below. Note
that in the clauses, addresses are only used and updated when the top-
level operator is a |, a +, or a !, i.e. in the parallel composition, in the
summation or replication rules.

Consider the parallel composition rule as an example. A pre-estimate
is valid for the sub-process (Py|P;) with address ¢ with respect to the
initial process P under analysis, if it is valid for each P; (i = 0,1)
with address ¥||;. Indeed, if (Py|P;) = PQ@Y then, by definition, P; =
(Po| P1)@Y||;. Furthermore, note that (p,n,®) =" m.(Py|Py) implies that
(p,n,®) =Y (Py|P1) and therefore (p,n,®) o Pyand (p,n,®) =Y .
The same considerations are valid for Py + P;j.

Consider now the output case. To validate the process Ty.P the rule
requires that

...Va € p(z) : for each value a that can be bound to x

p(y) Cni(9)(a) the set of values n1(9)(a) that can be sent at ¥ along each a,
=J must include the values to which y can evaluate, i.e. p(y).
A(aeP if a belongs to the environment knowledge and

ANJ #0) there is a possible flow of values on a, i.e. n1(9)(a) = J # 0, then

= (m(¥)(a) C @ E knows the values that flow on a, i.e. they are in &, and therefore,
A n2(9)(a) 3 9g)) a communication is possible between the sub-process at ¢ and E

The more demanding rule is the rule for input. For validating the process
z(y € Y).P, we require that

...Va € p(x), for each value a that can be bound to x and
v’ : comp(9, ') : for each compatible address 1,

J = (m@®¥)(a) Np(Y))

J'=(@npY)) some of the values that can be sent on a
(J#0)=

at ¥, i.e. m1(9')(a), are included in the set of values,
to which y € Y can evaluate, provided that they
! C I
{771 EZ%Z; r;%(y)) < ry) belong also to p(Y), i.e. J # 0. In this case,
2 a communication is possible between
the sub-processes at ¥ and at ¢

(aedNJT #0) = Also, if a belongs to the environment knowledge, some of
the values (in @) that can be sent on a by E, are
included in the set of values to which y € Y
-
{Sp(g p)(z;;)a_ﬁp(y) can evaluate, provided that they belong also to p(Y),
2(VE

i.e. J' # (), and a communication is possible
between the sub-process at ¥’ and the one in E
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Note that whenever we test for emptiness, we address the reachabil-
ity issue; indeed the condition 7;(¥)(a) = J = 0 in the rule for output
amounts to saying that an output action in that position, on channel
a, is not reachable (e.g. the output action ax in the process (vb)b(z €
{c}).az). Similarly for input conditions: if J = (n1(¢')(b) Np(Y)) = 0 and
J' = &N p(Y) =0 then the input action on b is not reachable (e.g. the
action b(z € {c}) in the example above).

Finally, the rule for replication asks for the validation of the replicated
process at the addresses ¥y and ¥!;. The form of this rule corresponds
to the idea that the infinite behaviour of | P can be approximated by the
finite one of a pair of its copies P, i.e. |PQ!y and !P@!. They can:

— communicate each other (the two addresses are compatible);

— separately communicate to the external environment, with processes
in parallel with !P; and

— make an internal communication, as any other process.

FEzxample 3. To give the flavour of the analysis, we use our running exam-
ple.

)

Sys =P | Q =!(ac.b(z € {a,c}) + \a/e/) | a(x € {c}).(b{z).0 | \@/

oo loizts I il Il
The analysis should provide us with the following information:

— which are the values that can be bound to each variable. In terms of
the CFA, we need to know p(z) and p(z);

— the set of values that can be sent over the channels a and b, i.e.
m(9)(a) and n1(9)(b) for ¥ € {[lo%i=o, flo¥it1, (1, ll1llo};

— the set of addresses of sub-processes that can send and receive val-
ues on the channels, i.e. 72(9)(a) and n2(9)(b) for ¥ ranging over

{lloi=0, lo¥i=1, 1, ll1llo}s

— finally, the contribute @ of the environment. Initially, the environment
knows all the free values {a, b, c, e} of the process Sys.

To establish (p,n, ) = Sys it is necessary to establish (p,n, &) E=lo 1P
= SysQlg and (p,n,®) =l Q = Sys@||;; to establish (p,n, &) Elo' P
for each i € {0, 1}, it is necessary to establish (p, n, ®) E=lo'*0 Ge.b(z € {a,c})

and (p,n,®) El%%1 Ge. We can compute a pre-estimate giving the fol-
lowing results:

(2) 2 {c,a} and p(z) 2 {c}
(llo¥i£o)(a) = {c}, m(lloYi£1)(a) = {e}, m(|l1)(a) = 0, n([lo¥i%0)(b) = @ and
(ll1llo)(®) 2 {c}

- p
—m
m
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= n2(llo%i=£0))(a) 2 {IE, 1}, n2(llo%£1))(a) 2 {Il1} and n2(|l1]l0)(b) 2 {IE, [lo%i+o}
— & D {a,b,c,e}

We write in boldface the value a in p(z) to stress the contribute of the
environment. In fact n1(||1|[o)(0) N {c,a} 2 {c} and & N {c,a} = {c,a}.
As a matter of fact, if the process were in isolation (i.e. initially with no
free names, e.g. if it were on the form (va)(vb)Sys), the only value that
could be bound to z would have been c, i.e. the value passed from the
only compatible action bz. Furthermore, p(z) includes {c}, that coincides
with (71(|lo%i%0)(a) N {c}. Instead, p(x) does not include {e} because

m(llo%i£1)(a) = {e} N {c} = 0.

It is easy to show that validating a process P, corresponds to val-
idating all its sub-processes P@1’. There is a subtlety here. Actually,
validating a process P on the form 7.P’ amounts to validating all the
sub-processes of P’ as well.

Lemma 2. For each process P, (p,n,®) =Y P iff V' € Addr(P) :
(p,n,®) =" Py Also, (p,n,®) ="' P'@y if P=n.P.

4.2 Validation of Solutions

To take into account all the possible expansion of processes due to the ap-
plication of rule Bang, we introduce estimates on the form (p, 7, ®), built

from (p,n, @). The only difference between them is that the component 7
handles an unbound number of addresses. Instead, the other components
p and @ do not change at all with respect to the pre-estimate?.

Estimates only play a technical role. Indeed, for our purposes, given
a process P and its sub-processes, we need to know where and between
which sub-processes communications may occur. In particular, we are in-
terested in the inputs/outputs possible at a given address ¢, such that
PQ@y is on the form !S. As a matter of fact, all the processes arising
from replicating S exhibit the same static behaviour of P@J, and there-
fore pre-estimates are enough. To consider all the possible unfoldings due
to replications (and therefore the unbound number of addresses of the
expanded process) we use a closure function that returns the set of ad-
dresses generated by expanding all the occurrence of !; along the path .
Its definition is reminiscent of that of w(.).

4 Actually, p as well could be bound to addresses and made more precise. Neverthe-
less, this would add irrelevant information with respect to the aspects of process
behaviour that we are interested in. Additionally, such an extension will require a
much more complex treatment (see e.g. [16]).
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Definition 8. Given a process P, let w (.) the function closure w: A —
o(A) such that w (9) 3 9 and:

—w (€) = ¢;
— w (00) = o w (¥); R R R
— w (Yo?) =w (19) = {[lollo loll1} w (V) Uflx w (od) U |1 w (7).

Note that w(9) ew (9) and that, in particular, for i € {0,1}, w (1;) 2
{ITlloll; 17 € {0,1} An € IN}.

We define estimates as follows; note that now the functions in the
second component may have an infinite domain.

Definition 9. Given a process P and a pre-estimate (p,n,P) for it, the

corresponding solution is (p, /77\,45), where /77\ 1s such that

— Va,b,9 :b € m(¥)(a) iff VO €w (9) :bENy () (a);
— V9,0, a0 € (V) (a) iff Vo ew (9),Y01 ew (¥) : 9o €Ny (91)(a).

Consequently, each time a pre-estimate validates the process P at address
¥, then the corresponding estimate validates the same process at each
address ¥ ew (¥). In particular, from Jglod € na (9" ¢), we have that
V1 # m : Jol[{]lollo? € n2(Jol|7*[lo][19) and comp(Dollt[lo]lo®, ol loll1")-

As mentioned above, pre-estimates are enough for approximating the
usage of a specific channel for input or output by a given sub-process. In
particular, if a certain communication is not predicted by a pre-estimate,
then also the estimate does not predict it. Indeed, the following follows
by construction.

Proposition 1. Given a process P, let (p,n,®) is a pre-estimate of P
and (p, N,®) is the corresponding estimate. Then, for all a,b and for all
9,79, we have:
— if b m ) (a) then V' €w (9) : b&ny (9)(a)
— if 0 & ma(9)(a) then Yy ew (), V91 ew (9) : 9 €Ny (91).

The following lemma shows that our solution is able to validate any

possible process resulting from one or more expansions, due to replica-
tions; it will be help in proving the subject reduction theorem.

Lemma 3. If(p,n,®) |:19 P then V3¢, 91 such that 3H = h(k, P,99, 1),
(a) (p,n, @) E P implies (p, ﬁ,@) =Y P;
(b) (p,1n,®) E” P iff (p,n,®) ' H.

The above lemma and Corollary 1 furnish the basis to prove the Sub-
ject Reduction Theorem 1.
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4.3 Correctness

To establish the semantic correctness of our analysis we rely on the def-
inition of the early semantics in Tab. 1 as well as on that of estimate,
based on the analysis in Tab. 2.

Theorem 1 (Subject reduction). Given a process P, if (p, ;7\, o) =Y P,
then

(a) if P=Q, then (p,1,®) £’ P iff (p.1,9) =’ Q;
(b) if P -5 Q then we have:

(1) if p=r then (p,1,8) =’ Q;

(2) if w = ab or p = a(b), then (p,/ﬁ,@) =Y Q and the transition
involves P@QYy - Ry, then b 651 (990)(a); additionally, b €
DAV €Ny (990)(a), provided that a € ;

(8) if p = ab, the transition involves PQY; = a(y € Y).P, = R,
and the condition (x) holds, then b € p(Y) and (p, ;7\,95) =7 Q,
where (x) is (Fdo : b €n, (990)(a) and Y1 eny (990)(a)) or (if
a€® thenbe ® and 90, €14 (Vg)(a)).

4.4 Existence

So far we gave a procedure for validating whether or not a proposed pre-
estimate (p,n, @) is in fact acceptable. Remarkably, there always exists a
least choice of (p,n,®) that is acceptable in the manner of Tab. 2.

It is quite standard to partially order the set of proposed estimates.
Recall that a Moore family T is a set that contains M7 for all J C T
(where M is the greatest lower bound operator), defined pointwise. One