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<latexit sha1_base64="kqea/+jdCf+ohXhkiF6Qyv3PXcA=">AAACJnicbVDLSgMxFM3UV62vqks3wVboqswUfIAIRUVcVrAP6JSSSTNtaCYzJHfEUvoLfocf4FY/wZ2IO3f+hmk7C9t6IHByzr2c5HiR4Bps+8tKLS2vrK6l1zMbm1vbO9ndvZoOY0VZlYYiVA2PaCa4ZFXgIFgjUowEnmB1r3819usPTGkeynsYRKwVkK7kPqcEjNTOFvKuEJ4itM8AV7CrVHK5wD5/xO75DXa5xNf5djZnF+0J8CJxEpJDCSrt7I/bCWkcMAlUEK2bjh1Ba0gUcCrYKOPGmkUminRZ01BJAqZbw8mPRvjIKB3sh8ocCXii/t0YkkDrQeCZyYBAT897Y/E/rxmDf9YachnFwCSdBvmxwBDicT24wxWjIAaGEKq4eSumPWIqAVPiTIqGgKiB6oxMM858D4ukVio6J8Xju1KufJl0lEYH6BAVkINOURndogqqIoqe0At6RW/Ws/VufVif09GUlezsoxlY37/RxKUA</latexit>

JP K = fix F 2 D

<latexit sha1_base64="YXtR/zzE5sGPfH4jDzRnrRH8Dfs="></latexit>

J bP K = fix bF 2 D

<latexit sha1_base64="rdS+T++hwh7U9HNSoi1iXbAg3wk=">AAACIXicbVDLTgIxFO34RHyhLt00gokrMkPiY0l04xITeSQMIZ3OBRo6j7R3NGTCB/gdfoBb/QR3xp3xA/wNC8xCwJM0OTnn3N72eLEUGm37y1pZXVvf2Mxt5bd3dvf2CweHDR0likOdRzJSLY9pkCKEOgqU0IoVsMCT0PSGNxO/+QBKiyi8x1EMnYD1Q9ETnKGRuoViyZXSU4wPAan7KHwYMExrY+oqlcklk7LL9hR0mTgZKZIMtW7hx/UjngQQIpdM67Zjx9hJmULBJYzzbqIhNnezPrQNDVkAupNOPzOmp0bxaS9S5oRIp+rfiZQFWo8CzyQDhgO96E3E/7x2gr2rTirCOEEI+WxRL5EUIzpphvpCAUc5MoRxJcxbKR8w0wGa/ua2aAyYGil/bJpxFntYJo1K2bkon99VitXrrKMcOSYn5Iw45JJUyS2pkTrh5Im8kFfyZj1b79aH9TmLrljZzBGZg/X9C7NNpLA=</latexit>

J bP Kcomputation of 

<latexit sha1_base64="QabNRk4IHn9CU7VTQjS94AhGb0A="></latexit>

JP K ⇡ J bP K

A domain of concrete states 
(e.g.sets of integers)

A domain of abstract states 
(e.g.sets of intervals)



real execution 

abstract execution 

correctness 


<latexit sha1_base64="kqea/+jdCf+ohXhkiF6Qyv3PXcA=">AAACJnicbVDLSgMxFM3UV62vqks3wVboqswUfIAIRUVcVrAP6JSSSTNtaCYzJHfEUvoLfocf4FY/wZ2IO3f+hmk7C9t6IHByzr2c5HiR4Bps+8tKLS2vrK6l1zMbm1vbO9ndvZoOY0VZlYYiVA2PaCa4ZFXgIFgjUowEnmB1r3819usPTGkeynsYRKwVkK7kPqcEjNTOFvKuEJ4itM8AV7CrVHK5wD5/xO75DXa5xNf5djZnF+0J8CJxEpJDCSrt7I/bCWkcMAlUEK2bjh1Ba0gUcCrYKOPGmkUminRZ01BJAqZbw8mPRvjIKB3sh8ocCXii/t0YkkDrQeCZyYBAT897Y/E/rxmDf9YachnFwCSdBvmxwBDicT24wxWjIAaGEKq4eSumPWIqAVPiTIqGgKiB6oxMM858D4ukVio6J8Xju1KufJl0lEYH6BAVkINOURndogqqIoqe0At6RW/Ws/VufVif09GUlezsoxlY37/RxKUA</latexit>

JP K = fix F 2 D
<latexit sha1_base64="YXtR/zzE5sGPfH4jDzRnrRH8Dfs="></latexit>

J bP K = fix bF 2 D
<latexit sha1_base64="QabNRk4IHn9CU7VTQjS94AhGb0A="></latexit>

JP K ⇡ J bP K

The framework requires:


• a relation between 

• A relation between 

<latexit sha1_base64="A7wZeEvRlXMw056GjEnfjfy29M4=">AAACGnicbVDLSgNBEJz1GeMr6lEPg1HwFHYFH0fRHDxGMImQhNA7OzGDM7PLTK8alr34HX6AV/0Eb+LVi1/gbziJOfgqaCiquunuChMpLPr+uzcxOTU9M1uYK84vLC4tl1ZWGzZODeN1FsvYXIRguRSa11Gg5BeJ4aBCyZvh1cnQb15zY0Wsz3GQ8I6CSy16ggE6qVva2KrStgrj24yCjmhO2zci4n3ArJpvdUtlv+KPQP+SYEzKZIxat/TRjmKWKq6RSbC2FfgJdjIwKJjkebGdWp4Au4JL3nJUg+K2k42+yOm2UyLai40rjXSkfp/IQFk7UKHrVIB9+9sbiv95rRR7h51M6CRFrtnXol4qKcZ0GAmNhOEM5cARYEa4WynrgwGGLrgfWywqMAMT5S6Z4HcOf0ljtxLsV/bOdstHx+OMCmSdbJIdEpADckROSY3UCSN35IE8kifv3nv2XrzXr9YJbzyzRn7Ae/sEwsag8w==</latexit>

D and bD
<latexit sha1_base64="1QuxD7mRDAFQ709MTN8TYJtrdQM="></latexit>

F : D ! D and bF : bD ! bD

The framework guarantees:


• correctness and implementation 

• freedom: any  such                 are fine

Abstract interpretation Framework

<latexit sha1_base64="k6UIIh6sUpjjwzBnWH5mss/ds18=">AAACJXicbVDLSgMxFM34tr6qLt0Eq+iqzAg+lqIiLhWsCm0pdzJpG0wyQ3JHLcN8gt/hB7jVT3AngiuX/oZprWCrBy6cnHMvN/eEiRQWff/dGxkdG5+YnJouzMzOzS8UF5cubJwaxisslrG5CsFyKTSvoEDJrxLDQYWSX4bXh13/8oYbK2J9jp2E1xW0tGgKBuikRnFjrXYrIt4GzI5yWlNhfJdR0BF1jx/jOKdrjWLJL/s90L8k6JMS6eO0UfysRTFLFdfIJFhbDfwE6xkYFEzyvFBLLU+AXUOLVx3VoLitZ72DcrrulIg2Y+NKI+2pvycyUNZ2VOg6FWDbDntd8T+vmmJzr54JnaTINfte1EwlxZh206GRMJyh7DgCzAj3V8raYIChy3Bgi0UFpmOi3CUTDOfwl1xslYOd8vbZVmn/oJ/RFFkhq2STBGSX7JMTckoqhJF78kieyLP34L14r97bd+uI159ZJgPwPr4A6KulvQ==</latexit>

bD and bF

A function corresponding to 

one-step abstract execution 

A function corresponding to 

one-step concrete execution



Recipe for the construction of an abstract interpreter

Step 1 : Define the language and a concrete semantics  

Step 2 : Select an abstraction describing the set of properties 

Step 3 : Derive the abstract  semantics 



The language
Assume a syntax for arithmetic expressions E and Boolean 
expression B, the  syntax for the command is the following



Step 1: Define concrete Semantics  

Formalization of a single program execution 

Operational semantics (transitional style)  
• Big-step / small-step  

Denotational semantics (compositional style) 

• State  State 

 
=

→



Step 1: Define concrete Semantics 



Semantics Style: Compositional vs.Transitional 

<latexit sha1_base64="bLrqOZ8EWaVp6SuGXF2s+drHVSY=">AAACUXicbVDJTgJBEC3GDcFl1KOXjmDiaTJD4nIxQbx4xChLAoT0NA106FnSXWNCCB/md3jy5FH9BG82iwmLlXTy+r16Vd3Pj6XQ6LrvKWtjc2t7J72bye7tHxzaR8dVHSWK8QqLZKTqPtVcipBXUKDk9VhxGviS1/zB/USvvXClRRQ+4zDmrYD2QtEVjKKh2vZTvimlrygbcCR3JdJU6u9GbonjOIvyguosS4vGfNvOuY47LbIOvDnIwbzKbfuz2YlYEvAQmaRaNzw3xtaIKhRM8nGmmWgem9m0xxsGhjTgujWafn5Mzg3TId1ImRMimbKLjhENtB4GvukMKPb1qjYh/9MaCXZvWiMRxgnykM0WdRNJMCKTJElHKM5QDg2gTAnzVsL61GSAJu+lLRoDqoaqMzbJeKs5rINqwfGunMvHQq5YmmeUhlM4gwvw4BqK8ABlqACDV/iAL/hOvaV+LLCsWauVmntOYKms7C9kaLLG</latexit>

JABK = ...JAK....JBK

Compositional semantics is defined by the semantics of sub- 
parts of a program

For some realistic languages, even defining their  compositional 
(“denotational”) semantics is a hurdle 
•    goto, exceptions, function calls


Transitional-style (“operational”) semantics avoids the hurdle 
 

<latexit sha1_base64="ICDXjvD9Gvl4qmlRShNT9tK/xdA="></latexit>

JABK = {s1 ! s2 ! ...}



Step 1: Define concrete Semantics  

Formalization of all possible program executions  

Also called collecting semantics 

Simple extension of the standard semantics in general 
<latexit sha1_base64="d6lp+WqeZGzGO0izzbK4lZD55RE=">AAACCXicbVC7TsNAEDyHVwgvAyXNiQiJKrIjXmUEDWUQ5CElJjpfzskp57N1twZFVloafoWGAoRo+QM6/oZL4iIkjLTSaGZXuzt+LLgGx/mxckvLK6tr+fXCxubW9o69u1fXUaIoq9FIRKrpE80El6wGHARrxoqR0Bes4Q+uxn7jgSnNI3kHw5h5IelJHnBKwEgdG5fv01sgwPSorXivD0Sp6HFG7dhFp+RMgBeJm5EiylDt2N/tbkSTkEmggmjdcp0YvJQo4FSwUaGdaBYTOiA91jJUkpBpL518MsJHRuniIFKmJOCJOjuRklDrYeibzpBAX897Y/E/r5VAcOGlXMYJMEmni4JEYIjwOBbc5YpREENDCFXc3IppnyhCwYRXMCG48y8vknq55J6VTm9OipXLLI48OkCH6Bi56BxV0DWqohqi6Am9oDf0bj1br9aH9TltzVnZzD76A+vrFzvdmrI=</latexit>

2States ! 2States



Traces vs. Reachable States



Transitions of sets of States



Transitions of Abstract States



Collecting Semantics

Assume  

<latexit sha1_base64="knQGWksiIHXNBdJn3AzKX851jsk="></latexit>

J skip K(M) = M
<latexit sha1_base64="oKQBTwUlQBzpnWhRFJXFTFhrPr0="></latexit>

J C0; C1 K(M) = J C1 K(J C0 K(M))

<latexit sha1_base64="BCTeN/hvv0kKjVU1i/NrWRntIAU="></latexit>

J x := EK(M) = { m[x 7! J EK(m)] | m 2 M}

<latexit sha1_base64="drriouPRw+ZAhZYnZX+pRR0Lflc="></latexit>

x 2 X = ProgramV ariables

V = Z
m 2 M = X ! V

<latexit sha1_base64="FZD2D+4B7m9gozuBMUVaQnJwGA8="></latexit>

JEK : M ! V and JBK : M ! B

 Memories

<latexit sha1_base64="dV3RVN5T1h3W5jYgYdfLMmwuTwM="></latexit>

JCK : }(M) ! }(M)
<latexit sha1_base64="MO/BQ4MnhIj5mZRUs7GFWXYtCC0=">AAACFHicbVDLSgMxFM3UV62vUcGNm2Ar1E2ZKfhYFt24KVSwD+iUkslk2tAkMyQZpYz9DT/ArX6CO3Hr3i/wN0wfC9t64MLhnHu5h+PHjCrtON9WZmV1bX0ju5nb2t7Z3bP3DxoqSiQmdRyxSLZ8pAijgtQ11Yy0YkkQ9xlp+oObsd98IFLRSNzrYUw6HPUEDSlG2khd+6hQ9aiA3mNc9DjSfd9Pq6OzQtfOOyVnArhM3BnJgxlqXfvHCyKccCI0ZkiptuvEupMiqSlmZJTzEkVihAeoR9qGCsSJ6qST/CN4apQAhpE0IzScqH8vUsSVGnLfbI4zqkVvLP7ntRMdXnVSKuJEE4Gnj8KEQR3BcRkwoJJgzYaGICypyQpxH0mEtals7ovSHMmhDEamGXexh2XSKJfci9L5XTlfuZ51lAXH4AQUgQsuQQXcghqoAwyewAt4BW/Ws/VufVif09WMNbs5BHOwvn4BISOeew==</latexit>

M 2 }(M)

<latexit sha1_base64="4j3EbQb1VB2EV1vhzfX0cKS8YCs="></latexit>

J inputK(M) = { m[x 7! n] | n 2 V,m 2 M}



Filtering function for the conditional

Since M is a set of states, the conditional filters the memories for which 
the condition is true and for them evaluate the first branch, do the same 
for the memories for which the condition is false and take the union 

For each Boolean expression B, the filtering function  

<latexit sha1_base64="q2NfeU0DmZRMQQlbBF6MzGp/P0g="></latexit>

FB(M) = { m 2 M | JBK(m) = true}



Collecting semantics for the conditional

<latexit sha1_base64="q2NfeU0DmZRMQQlbBF6MzGp/P0g="></latexit>

FB(M) = { m 2 M | JBK(m) = true}

<latexit sha1_base64="0grt6QPO2fMewT3tXmSO+6+ayH0="></latexit>

F¬B(M) = { m 2 M | J¬BK(m) = true} = { m 2 M | JBK(m) = false}

 Syntactic negation 
 E.g.  

<latexit sha1_base64="bzwn4tTTf0yt8V8Q2M7EQ9TW9qw=">AAACEnicdVBLSgNBEO3xG+MvfnZuGqOgm2HGX3ShiG5cRjBRyITQ06kkTXp6xu4ecQy5hQdwq0dwJ269gCfwGvYkIRjRB0U93quiiudHnCntOJ/W2PjE5NR0ZiY7Oze/sJhbWi6rMJYUSjTkobzxiQLOBJQ00xxuIgkk8Dlc++3z1L++A6lYKK50EkE1IE3BGowSbaRabnXDE9DEW/cnu9vH9x6HW7y7UcvlHfsoRQG7ttMDduy9tLtDJY8GKNZyX149pHEAQlNOlKq4TqSrHSI1oxy6WS9WEBHaJk2oGCpIAKra6X3fxZtGqeNGKE0JjXvqz40OCZRKAt9MBkS31G8vFf/yKrFuHFY7TESxBkH7hxoxxzrEaRS4ziRQzRNDCJXM/Ippi0hCtQls5IrSAZGJrHdNMsNA/iflHds9sPcvd/KnZ4OMMmgNraMt5KICOkUXqIhKiKIH9ISe0Yv1aL1ab9Z7f3TMGuysoBFYH99uY5z0</latexit>

¬(x > 3) = x  3

<latexit sha1_base64="1IaXuN2rk8IAHCrutfxYG/nuECc="></latexit>

J if (B){C0} else {C1}K(M) = JC0K FB(M) [ JC1K F¬B(M)



  denotes the memories that are produced by program executions that went 
thought the loop body exactly  times starting from M
Mi

i

Collecting semantics  
We can partition executions based on the number of iterations 
they spend inside the loop before exit

<latexit sha1_base64="MnIuJYvqkdpdipoKL/ELnNVYfhM="></latexit>

M1 = F¬B( JCK FB(M))

<latexit sha1_base64="fC04BS9hkjE+uTF5rdqJAD66r/s="></latexit>

Mi = F¬B(( JCK FB)
i(M))

<latexit sha1_base64="Hwrzhb3SUPIdzF4VWBGCQJb3B0A="></latexit>

M2 = F¬B( JCK FB JCK FB(M)) = F¬B(( JCK FB)
2(M))

<latexit sha1_base64="aPi7qXdbcDQpNlA4X0bizdfqr8U=">AAACLHicbVDLSgMxFM3UV62vUZdugkWomzIjvpal3bgRKthW6JSSSW9taOZBckctQ//C7/AD3OonuBFxq79h+hCseiBwOOfenOT4sRQaHefVyszNLywuZZdzK6tr6xv25lZdR4niUOORjNSVzzRIEUINBUq4ihWwwJfQ8PuVkd+4AaVFFF7iIIZWwK5D0RWcoZHadtGT0leM9wGph3CH6W1PSBgWyvteWvGGnlLfduF8n7btvFN0xqB/iTsleTJFtW1/ep2IJwGEyCXTuuk6MbZSplBwE5PzEg2xuZ9dQ9PQkAWgW+n4X0O6Z5QO7UbKnBDpWP25kbJA60Hgm8mAYU//9kbif14zwe5pKxVhnCCEfBLUTSTFiI5Koh2hgKMcGMK4EuatlPeY6QFNlTMpGgOmBqozNM24v3v4S+oHRfe4eHRxmC+Vpx1lyQ7ZJQXikhNSImekSmqEk3vySJ7Is/VgvVhv1vtkNGNNd7bJDKyPL9MNqMQ=</latexit>

Jwhile(B){C}K(M)



Collecting semantics 
<latexit sha1_base64="aPi7qXdbcDQpNlA4X0bizdfqr8U=">AAACLHicbVDLSgMxFM3UV62vUZdugkWomzIjvpal3bgRKthW6JSSSW9taOZBckctQ//C7/AD3OonuBFxq79h+hCseiBwOOfenOT4sRQaHefVyszNLywuZZdzK6tr6xv25lZdR4niUOORjNSVzzRIEUINBUq4ihWwwJfQ8PuVkd+4AaVFFF7iIIZWwK5D0RWcoZHadtGT0leM9wGph3CH6W1PSBgWyvteWvGGnlLfduF8n7btvFN0xqB/iTsleTJFtW1/ep2IJwGEyCXTuuk6MbZSplBwE5PzEg2xuZ9dQ9PQkAWgW+n4X0O6Z5QO7UbKnBDpWP25kbJA60Hgm8mAYU//9kbif14zwe5pKxVhnCCEfBLUTSTFiI5Koh2hgKMcGMK4EuatlPeY6QFNlTMpGgOmBqozNM24v3v4S+oHRfe4eHRxmC+Vpx1lyQ7ZJQXikhNSImekSmqEk3vySJ7Is/VgvVhv1vtkNGNNd7bJDKyPL9MNqMQ=</latexit>

Jwhile(B){C}K(M)

Thus, the set of output states of the loop is  
 

<latexit sha1_base64="acyp1Exrim7Ump/kAwzvM1XMvyQ="></latexit>[

i�0

Mi =
[

i�0

F¬B(( JCK FB)
i(M))

Since  commutes with  the union  ℱB
<latexit sha1_base64="bj4XVSiQQX7uzPgVEO2y2wh+/FE="></latexit>[

i�0

Mi = F¬B(
[

i�0

( JCK FB)
i(M))



Definition as fix-point

<latexit sha1_base64="PU0N8o/NHB2I22NFTSmCQBzDLS4="></latexit>

Jwhile(B){C}K(M) = F¬B(
[

i�0

( JCK FB)
i(M))

This can be rewritten as
<latexit sha1_base64="vMKfoaG7DfMVorP4m6SjrnjKrOQ="></latexit>

Jwhile(B){C}K(M) = F¬B(fix FM )

where
<latexit sha1_base64="F4P/5yQ6qm0RIzPpnDCTyrUD/u0="></latexit>

FM = �M 0.M [ JCK FB(M
0)



Definition as fix-point

<latexit sha1_base64="F4P/5yQ6qm0RIzPpnDCTyrUD/u0="></latexit>

FM = �M 0.M [ JCK FB(M
0)

<latexit sha1_base64="9IatkW3gBZGPU113T903CgLS76Q="></latexit>

F 0
M = FM (;) = M

F 1
M = FM (F 0

M ) = M [ JCK FB(M)
F 2
M = FM (F 1

M ) = M [ (JCK FB)2(M)
...
F i
M = M [ (JCK FB)i(M)

<latexit sha1_base64="vMKfoaG7DfMVorP4m6SjrnjKrOQ="></latexit>

Jwhile(B){C}K(M) = F¬B(fix FM )

 is continuous then we can apply the Kleene’s theorem to compute  
the invariant 
FM

<latexit sha1_base64="i8EIGmRCMF8HBq1bBGFlKQJqIQM="></latexit>

Jwhile(B){C}K(M) = F¬B([i<0F
i
M )



Toward abstraction 
(℘(𝕄), ⊆ )Our  concrete domain 

We abstract each concrete element with  an abstract element

c ⊧ a when the abstract element a describes c

<latexit sha1_base64="N466eBnCYHiA0ffBFlK5l5kXQAE="></latexit>

M0 = {m 2 M | 0  m(x)  m(y)  8} |= M# = {x 7! [0, 10], y 7! [0, 80]}

<latexit sha1_base64="PN5i3qSgPQUGtIiPRQyusS1v97Y="></latexit>

M1 = {m 2 M | 1  m(x)} |= M# = {x 7! [0, 10], y 7! [0, 80]}



Abstract  relation
Given a  concrete domain   an abstraction is defined by an 
abstract domain  and an abstract relation  such 
that 


• if  and  then also 

(C, ⊆ )
(A, ⊑ ) ⊧ ⊆ C × A

a0 ⊑ a1 c ⊧ a0 c ⊧ a1

• if  and  then also c0 ⊆ c1 c1 ⊧ a c0 ⊧ a

<latexit sha1_base64="1fDj0xZLtZl5ld5Hz5O6R735EXc="></latexit>

a0 = {x 7! [0, 10], y 7! [0, 80]} v a1 = {y 7! [0, 100]}

<latexit sha1_base64="3CXePb4PLy+GCPBT72440Xbr0ZA=">AAACK3icbVDLSgMxFM3UV62vUZdugkVwY5kRX8uiG5cV7APaYchkbtvQZGZIMsJQ+hV+hx/gVj/BleJW/A0zbUHbeiBwcs69nOQECWdKO867VVhaXlldK66XNja3tnfs3b2GilNJoU5jHstWQBRwFkFdM82hlUggIuDQDAY3ud98AKlYHN3rLAFPkF7EuowSbSTfPsHUdzsiDoErTHwHd5gwuaCMbi6/RimHb5edijMGXiTulJTRFDXf/u6EMU0FRJpyolTbdRLtDYnUjHIYlTqpgoTQAelB29CICFDecPytET4ySoi7sTQn0nis/t0YEqFUJgIzKYjuq3kvF//z2qnuXnlDFiWphohOgropxzrGeUc4ZBKo5pkhhEpm3oppn0hCtWlyJkVpQWQmw5Fpxp3vYZE0TivuReX87qxcvZ52VEQH6BAdIxddoiq6RTVURxQ9omf0gl6tJ+vN+rA+J6MFa7qzj2Zgff0AcEelng==</latexit>

c1 |= a0 =) c0 |= a0

<latexit sha1_base64="fU2NQj7E7w7Qy7piBjmAMu8q6R0="></latexit>

c1 = {m 2 M | 0  m(x)  m(y)  8} |= a0 =) c1 |= a1

<latexit sha1_base64="FvpgHSld7+Rjy8DDosO7Z7E6kUs="></latexit>

c0 = {m 2 M | 0  m(x)  4,m(y) = 6} ✓ c1



Concretization function
A common way to describe the abstract relation  is by defining a function 

that maps each abstract element to the largest concrete element it describes
⊧

Definition  
Concretization function   is a monotone function 
that maps abstract a into the greatest concrete c that satisfies a 
( ).

γ : A → C

c ⊧ a <latexit sha1_base64="hC1NOG3zb0NofZVg0T6voAETsBo="></latexit>

c |= a , c ✓ �(a)

<latexit sha1_base64="7Ao44C0OibJk3UXDysOecoMMaFs="></latexit>

�(a0) = �({x 7! [0, 10], y 7! [0, 80]}) = {m 2 M | 0  m(x)  10, 0  m(y)  80}
<latexit sha1_base64="83PONnneJBG3Jwwljdawtz6Lbr8="></latexit>

c1 = {m 2 M | 0  m(x)  m(y)  8} |= a0 since c1 ✓ �(a0)



Abstraction function 
Another way to describe the abstract relation  is by defining a function 
that maps each concrete element to the smallest abstract element that  

describes it 
Definition 
Abstraction function  (if it exists) is a monotone 
function 
that maps concrete c into the most precise abstract a that 
describes c ( ).

⊧

α : C → A

c ⊧ a <latexit sha1_base64="n/jmNXytupQ9cFVHYFLezflj2TI="></latexit>

c |= a , ↵(c) v a

<latexit sha1_base64="UHrraBqFesYt3pIQsFD+oAYFxqo="></latexit>

c1 |= a1 = {y 7! [0, 100]} since ↵(c1) v a1

<latexit sha1_base64="bKZhbsOcqj9Xf4AYzMMtVsvSKSw="></latexit>

↵(c1) = ↵({m 2 M| 0  m(x)  m(y)  8}) = {x 7! [0, 8], y 7! [0, 8]}



Galois connection
 and  should agree on a same abstraction relation α γ ⊧

<latexit sha1_base64="s6ghgY2QEaD9obAUIc8bGvJ6vMQ="></latexit>

c |= a , c ✓ �(a) , ↵(c) v a

Definition 
Galois connection: a pair of  concretization function   and 
an abstraction function  such that 

γ : A → C
α : C → A

<latexit sha1_base64="Oq3ZFYJULDl2YqPLT77i2/MkJsk="></latexit>

c ✓ �(a) , ↵(c) v a



Properties of Galois connections

•  and  are monotoneα γ

• c ⊆ γ(α(c))

• α(γ(a)) ⊑ a

C

a



Step 2: Non-relational abstractions

Non-relational abstractions:  they forget relations among program variables

All the values for variables are abstracted indipendently

They proceed in two steps:

1. Collect the values a variables may take across a set of states 

2. Over-approximate the set of values for each variable with an abstract  
   element of a domain of value abstraction  



Abstract states

M# ∈ 𝕄# = 𝕏 → 𝕍#

αM(M)(x) = αV({m(x) ∣ m ∈ M})
γM(M#) = {m ∣ ∀x . m(x) ∈ γV(M#(x))}



<latexit sha1_base64="m74IJCGI7O+WNJsdgZPchrtvNwg="></latexit>

↵({2, 4, 8, 16, ..}) = [� 0]

↵({0}) = [0]

↵({�1, 1}) = >

Signs

<latexit sha1_base64="FLptD8pq6UO7VseIUc1kngRspnw="></latexit>

�([� 0]) = {n 2 V | n � 0}
�([ 0]) = {n 2 V | n  0}

�([= 0]) = {0}
�(>) = V
�(?) = {}



There is no  since ,   and 

but the smallest element does not exists 

α {0} ⊧ [ ≥ 0] {0} ⊧ [ ≤ 0] {0} ⊧ ⊤

Variation of Signs

<latexit sha1_base64="hZPFAYWK6RUDQZO1zN5YUGVu1K0="></latexit>

�([� 0]) = {n 2 V | n � 0}
�([ 0]) = {n 2 V | n  0}

�(>) = V
�(?) = {}



Intervals
Elements of A: 

•  the empty set of values 
• ,  ,   

⊥
(n0, n1) n0 ∈ (ℤ ∪ {−∞}) n1 ∈ (ℤ ∪ {+∞}), n0 ≤ n1

 is the interval inclusion⊑

[−∞, + ∞]

⊥
<latexit sha1_base64="8IIMEhBJ5MtV+AbWSf2l7Uq3i7U="></latexit>

↵(c) = ? if c = ;,
↵(c) = [min(c),max(c)] if c 6= ;,min(c) and max(c) exists

↵(c) = [min(c),+1] if c 6= ;,min(c) exists

↵(c) = [�1,max(c)] if c 6= ;,max(c) exists

↵(c) = [�1,+1] otherwise

<latexit sha1_base64="kosBR/XjcbrADEzhhOTztA/at0k="></latexit>

�(?) = {}
�([n0, n1]) = { n 2 V | n0  n  n1}

�([�1, n1]) = { n 2 V | n  n1}
�([n0,+1]) = { n 2 V | n0  n}

�([�1,+1]) = V



Congruences

the greatest element is 
1ℤ + 0

singletons  are represented as 
{c} 0ℤ + c

Elements of A: 
•  the empty set of values 
•  with  

⊥
(pℤ, n) p ∈ ℕ, n ∈ ℤ

<latexit sha1_base64="tHcwpooTxU/2zbhrr8EnBnO8l64="></latexit>

�(?) = {}
�((pZ, n)) = { pk + n | k 2 Z}

 If   then   p ≠ 0 0 ≤ n < p



Example
Consider the following set of memories M

With the Sign abstraction With the interval abstraction



Example
Consider the following set of memories M

With the interval abstraction
<latexit sha1_base64="gfYGs9uefL8uTDXunPGyo1P9D7s="></latexit>

M# : {x 7! [1, 100], y 7! [2, 201]}

 A non relational domain is 
not able to model the 
relation between  variables 
         y = 2x + 1

<latexit sha1_base64="+VEbsUdSNj3hI0+OysCng4dLiWc="></latexit>

m0 : {x 7! 100, y 7! 201}
m1 : {x 7! 1, y 7! 2}
m2 : {x 7! 27, y 7! 55}
m3 : {x 7! 30, y 7! 61}
m4 : {x 7! 45, y 7! 91}



Relational domain  
Convex Polyhedra domain

                                                           sets of numerical constraints of the form

                                                                    


                                                             (at most two variables per constraint, 

                                                                                      with unit coefficients)


                                          does not admit a best abstraction

c1x + c2y ≤ c



Relational domain  
Octagon domain

sets of numerical constraints of 
the form




(at most two variables per 

constraint, with unit 
coefficients)


±x ± y ≤ c

A dmits the best abstraction



Step 3: Abstract semantics
We want to define a  sound abstract semantics 



Abstract semantics of command

It will defined by induction on the syntax
<latexit sha1_base64="jwj/Qno6wYofOMoqZ09YImfCI/A=">AAACJXicbVDLSgMxFM34rPU16tJNcPCxKjPiayMUu3FZwT6gU0smzbShmQfJHaEM8wl+hx/gVj/BnQiuXPobpu0sbOuBhMM593KS48WCK7DtL2NhcWl5ZbWwVlzf2NzaNnd26ypKJGU1GolINj2imOAhqwEHwZqxZCTwBGt4g8rIbzwyqXgU3sMwZu2A9ELuc0pASx3z+MgVwpOEDhjgiitlzh9S18pcL4Lr0VXEHdOyS/YYeJ44ObFQjmrH/HG7EU0CFgIVRKmWY8fQTokETgXLim6iWKyjSI+1NA1JwFQ7HX8ow4 da6WI/kvqEgMfq342UBEoNA09PBgT6atYbif95rQT8q3bKwzgBFtJJkJ8IDBEetYO7XDIKYqgJoZLrt2LaJ7oS0B1OpSgIiBzKbqabcWZ7mCf105JzUTq/O7PKN3lHBbSPDtAJctAlKqNbVEU1RNETekGv6M14Nt6ND+NzMrpg5Dt7aArG9y8FfKXP</latexit>

JCK#? = ?
<latexit sha1_base64="+b6nx0vdb1jpnGjrg3YN1b8rWwc="></latexit>

JskipK#M# = M#

<latexit sha1_base64="RiHJ9jD2A6u1RFzmeRanbD4lg+4="></latexit>

JC0; C1K#M# = JC1K#(JC0K#(M#))

 This and all inductive 
construction relay on the 
following result: 
Let 

 
. 

 If     
 then  
  

F0, F1 : ℘(𝕄) → ℘(𝕄)
F#

0 , F#
1 : 𝔸 → 𝔸

Fi γ ⊆ γ F#
i ,

F0F1 γ ⊆ γ F#
0 F#

1



Abstract interpretation  of expressions

<latexit sha1_base64="XGCr4o/zUDlpCWeJy78Mm/g/cAI="></latexit>

JEK# : M# ! V#

JnK#M# = ↵({n})
JxK#M# = M#(x)

JE0 + E1K#M# = JE0K# +# JE1K#

<latexit sha1_base64="UAEdc8jC0gMooge5tmMEIhm0nT0="></latexit>

[� 0] +# [ 0] = >
[� 0] +# [� 0] = [� 0]

<latexit sha1_base64="IbuJ2VcGjg5ERh5rz1xofxYO1rg="></latexit>

[0, 6] +# [�2, 3] = [�2, 9]

[�1,�2] +# [4, 18] = [�1, 16]

Sign domain 

Interval domain



Analysis of assignment

<latexit sha1_base64="nyqOKm8ynuqew9sBubQdCz2TcbI="></latexit>

Jinput(x)K#M# = M#[x 7! >]

<latexit sha1_base64="vR+pGI5FpMatx5VYS7sctsL81cQ="></latexit>

Jx := EK#M# = M#[x 7! (JEK#(M#))]

<latexit sha1_base64="V2HSV6k0N3IV64yEaqPJaVkNtWU="></latexit>

Kx := x+ 6 + yK{x 7! [3, 8], y 7! [�3, 5]}
= {x 7! [6, 19], y 7! [�3, 5]}

<latexit sha1_base64="ulWBHpODMsIiT1ltbcbWWCGmEi4="></latexit>

Kx := x+ 6 + yK{x 7! [� 0], y 7! >}
= {x 7! >, y 7! >}

Sign domain 

Interval domain



Abstract interpretation of the conditional branching

We use the compositional principle and we need to  define over 
approximations of

•    and of 

• the join operator 

ℱB ℱ¬B
∪

<latexit sha1_base64="1IaXuN2rk8IAHCrutfxYG/nuECc="></latexit>

J if (B){C0} else {C1}K(M) = JC0K FB(M) [ JC1K F¬B(M)



Analysis of conditions

For all M#, ℱB(γ(M#)) ⊆ γ(ℱ#
B(M#))

Sign domain 

Interval domain



Analysis of conditions

<latexit sha1_base64="dCc2bcplIcn2Ydf7BJsnAUz6jHA="></latexit>

F#
x>7({x 7! >, y 7! >}) = {x 7! [8,+1], y 7! >}

F#
x7({x 7! >, y 7! >}) = {x 7! [�1, 7], y 7! >}

Interval domain



Analysis of flow joins 

We need to define a correct over approximation of  the join , that is, an abstract 
join  s.t.  

∪
∪#

For the interval domain is defined in terms of min and max of intervals



Analysis of Conditional Command
<latexit sha1_base64="X2jQFA5zXf1U/vHtUep4FkJ4DyE="></latexit>

J if (B){C0} else {C1}K#(M#) = JC0K# F#
B (M) [# JC1K# F#

¬B(M
#)

Starting with 

on the true branch we filter for condition 

{x ↦ ⊤ , y ↦ ⊤ }
x > 7

<latexit sha1_base64="DQECgh9JkcJ7dlQ+w5hoBuXabNQ="></latexit>

F#
x>7({x 7! >, y 7! >}) = {x 7! [8,+1], y 7! >}

<latexit sha1_base64="XMzMe8pCnzHr277ksmR9/PgEdrM="></latexit>

Jy:=x-7K#({x 7! [8,+1], y 7! >}) = {x 7! [8,+1], y 7! [1,+1]}

on the false branch we filter for condition x ≤ 7
<latexit sha1_base64="9Wi7kmJa1RmrEsfXTzQNRGvaW6s="></latexit>

F#
x7({x 7! >, y 7! >}) = {x 7! [�1, 7], y 7! >}

<latexit sha1_base64="UDzFZMmN122LBPd4KxHSHL6cLK8="></latexit>

Jy:=7-xK#({x 7! [�1, 7], y 7! >}) = {x 7! [�1, 7], y 7! [0,+1]}

Applying the abstract join we obtain <latexit sha1_base64="PZL3coh7wqysxm7usuPXDdi+Ccc=">AAACKnicbVDLSgMxFM34tr6qLt0EiyBYyoz4WopuXFawtdAMJZNmNJhkhuSOOAz9Cb/DD3Crn+CuuBX8DdOHYNUDgXPPuZebe6JUCgu+3/empmdm5+YXFktLyyura+X1jaZNMsN4gyUyMa2IWi6F5g0QIHkrNZyqSPLr6O584F/fc2NFoq8gT3mo6I0WsWAUnNQpV0nxQBRNLSSYQJJWcf5dtv3qHhE6hjwkPUxIqdQpV/yaPwT+S4IxqaAx6p3yJ+kmLFNcA5PU2nbgpxAW1IBgkvdKJLM8peyO3vC2o5oqbsNieFUP7zili+PEuKcBD9WfEwVV1uYqcp2Kwq397Q3E/7x2BvFJWAidZsA1Gy2KM4ndzYOIcFcYzkDmjlBmhPsrZrfUUAYuyIktFhQ1uen2XDLB7xz+kuZ+LTiqHV4eVE7PxhktoC20jXZRgI7RKbpAddRADD2iZ/SCXr0n783re++j1ilvPLOJJuB9fAEFRqc7</latexit>

{x 7! >, y 7! [0,+1]}



Abstract interpretation of the loop
Recall  the concrete semantics of the loop For F=

<latexit sha1_base64="FUSxIagwPyj7Nhm/gZ7+qIpUeug="></latexit>

JCKFB

We can approximate  so the problem we need to solve is how to compute 

an approximation of an  infinite union  

ℱB and F

⋃
i>0

Fi(M)

<latexit sha1_base64="Jcky+n2OBlwR5pEl75Y+JRJ0DwI="></latexit>

Jwhile(B){C}K(M) = F¬B(
[

i�0

( JCK FB)
i(M)) = F¬B(

[

i�0

F i(M))

<latexit sha1_base64="gNFGCjcrcHNBFY9V5LaedCCf3lU=">AAACF3icbVDLSsNAFJ3UV62vqCtxEyxC3ZREfG0KRUHcFCrYB7RpmEym7dDJJMxMhBCC3+EHuNVPcCduXfoF/obTNgvbeuDC4Zx7ufceN6RESNP81nJLyyura/n1wsbm1vaOvrvXFEHEEW6ggAa87UKBKWG4IYmkuB1yDH2X4pY7uhn7rUfMBQnYg4xDbPtwwEifICiV5OgHNYdVui4ZoCh0ElIx0x677ZFS7cTRi2bZnMBYJFZGiiBD3dF/ul6AIh8ziSgUomOZobQTyCVBFKeFbiRwCNEIDnBHUQZ9LOxk8kJqHCvFM/oBV8WkMVH/TiTQFyL2XdXpQzkU895Y/M/rRLJ/ZSeEhZHEDE0X9SNqyMAY52F4hGMkaawIRJyoWw00hBwiqVKb2SKkD3nMvVQlY83nsEiap2Xronx+f1asXmcZ5cEhOAIlYIFLUAV3oA4aAIEn8AJewZv2rL1rH9rntDWnZTP7YAba1y+7Rp/h</latexit>

Mn =
n[

i=0

F i(M)

<latexit sha1_base64="vWXKiHMKUGPOun7BV+tTZU7rXgo=">AAACH3icbZDLSgMxFIYzXmu9VV26iRalIpQZ8bYRioK4KVSwF+gMQyZN2zDJzJBkhDLM2ufwAdzqI7gTt30CX8O0nYVt/SHw5T/ncJLfixiVyjSHxsLi0vLKam4tv76xubVd2NltyDAWmNRxyELR8pAkjAakrqhipBUJgrjHSNPz70b15jMRkobBkxpExOGoF9AuxUhpyy0cVF3z+KZq2/mqm/inVqovrg9tHEfwvqTxxC0UzbI5FpwHK4MiyFRzCz92J8QxJ4HCDEnZtsxIOQkSimJG0rwdSxIh7KMeaWsMECfSScZfSeGRdjqwGwp9AgXH7t+JBHEpB9zTnRypvpytjcz/au1Yda+dhAZRrEiAJ4u6MYMqhKNcYIcKghUbaEBYUP1WiPtIIKx0elNbpOJIDEQn1clYsznMQ+OsbF2WLx7Pi5XbLKMc2AeHoAQscAUq4AHUQB1g8ALewDv4MF6NT+PL+J60LhjZzB6YkjH8BZZWoSU=</latexit>

M0 = M

Mk+1 = Mk [ F (Mk)

<latexit sha1_base64="tkAO/bbK1uDmMZ/N1LkECe+P1mc="></latexit>

M#
0 = M#

M#
k+1 = M#

k [ F#(M#
k )

 Concrete iterations Abstract iterations



After the first assignment we have  M# = {x ↦ [0,0]}

Abstract iterations



Convergence of iterates

The computation of abstract iterations may not converge or it can converge 
too slowly

We can choose to use finite Height  Domain 


We can design widening  operators 



Finite height lattices 

If the abstract domain has finite height the abstract iterations are finite 



Widening operator

Definition A widening operator over an abstract domain is a 
binary operator s.t. 


<latexit sha1_base64="x2Zklu1/JTO/FDciwiTWBTeqKqg="></latexit>

�(a0) [ �(a1) ✓ �(a0Oa1)

• for any sequence , the sequence  defined as follows is ultimately 
stationary: 

(an)n∈ℕ (a′ n)n∈ℕ

• it holds

<latexit sha1_base64="JI05vtA/1P/nS6ZlYsnwHQ+0+GU="></latexit>

a00 = a0

a0n+1 = a0nOan



Widening operator for intervals

The same for the other bound

The abstract iterations become



Example

<latexit sha1_base64="8MCEPazJEdWsWRFFUiMfu0eC71c="></latexit>

M#
0 = {x 7! [0, 0]}

M#
1 = {x 7! [0,+1]}

M#
2 = {x 7! [0,+1]}

Stable! Not 
very precise



Widening

X̃1 = ?5 F (?)
<latexit sha1_base64="hJS2h9cq1p214v+DGIR7iSGWDjU="></latexit>

X̃2 = X̃1 5 F (X̃1)
<latexit sha1_base64="fmpWPWK+awWJzNLqHlitG+pvTMc="></latexit>

...
<latexit sha1_base64="ylcbTBUo+bbM3fDlkfoHvuREwAM=">AAACA3icbVDLSsNAFJ34rPVVdelmsAiuSqLFx67oxmUF+4A2lMlk2g6dZMLMTTGELv0At/oJ7sStH+IX+BtO2iDWeuDC4Zx7Z+49XiS4Btv+tJaWV1bX1gsbxc2t7Z3d0t5+U8tYUdagUkjV9ohmgoesARwEa0eKkcATrOWNbjK/NWZKcxneQxIxNyCDkPc5JWCkVnfsS9DFXqlsV+wp8CJxclJGOeq90lfXlzQOWAhUEK07jh2BmxIFnAo2KXZjzSJCR2TAOoaGJGDaTafrTvCxUXzcl8pUCHiq/p5ISaB1EnimMyAw1H+9TPzP68TQv3RTHkYxsJDOPurHAoPE2e3Y54pREIkhhCpudsV0SBShYBKae4kI4aYPyWSWzFWG858cFknztOKcVap31XLtOs+ogA7RETpBDrpANXSL6qiBKBqhJ/SMXqxH69V6s95nrUtWPnOA5mB9fAMYnphl</latexit>

X̃m w F (X̃m)
<latexit sha1_base64="JoI1/fBvpRPcQm5t1DRGEqeYLI4="></latexit>

X̃m = X̃m+1 = lfp5 F
<latexit sha1_base64="+LB6TBDjSEA1GgCOPA/69aFEPW4="></latexit>

X̃m�1 = X̃m�2 5 F (X̃m�2)
<latexit sha1_base64="ByBy8HGFp96Erw3t39pLaE3GCTA="></latexit>

<latexit sha1_base64="8xuBJmVU1pQxgi+6yxwDNsW3ROk=">AAACA3icbVDLSsNAFL2pr1pfVZduBotQNyURX8uiIC4rWFtoQ5lMJu3QmSTMTMQQuvQD3OonuBO3fohf4G84bbOwrQcuHM65l3vv8WLOlLbtb6uwtLyyulZcL21sbm3vlHf3HlSUSEKbJOKRbHtYUc5C2tRMc9qOJcXC47TlDa/HfuuRSsWi8F6nMXUF7ocsYARrI7UC9oSqN8e9csWu2ROgReLkpAI5Gr3yT9ePSCJoqAnHSnUcO9ZuhqVmhNNRqZsoGmMyxH3aMTTEgio3m5w7QkdG8VEQSVOhRhP170SGhVKp8EynwHqg5r2x+J/XSXRw6WYsjBNNQzJdFCQc6QiNf0c+k5RonhqCiWTmVkQGWGKiTUIzW5QWWKbSH5lknPkcFsnDSc05r53dnVbqV3lGRTiAQ6iCAxdQh1toQBMIDOEFXuHNerberQ/rc9pasPKZfZiB9fULVKaYKQ==</latexit>

fix(F )



The analysis
<latexit sha1_base64="oFU3JhGh0tg0YZWqjvOOjKiJM9k="></latexit>

JnK#M# = ↵({n})
JxK#M# = M#(x)

JE0 + E1K#M# = JE0K# +# JE1K#

Jx := EK#M# = M#[x 7! (JEK#(M#))]

Jinput(x)K#M# = M#[x 7! >]

J if (B){C0} else {C1}K#(M#) = JC0K# F#
B (M) [# JC1K# F#

¬B(M
#)

Jwhile(B){C}K#(M#) = F#
¬B(abs iter( JCK# F#

B ,M#))
Design the 
widening ▿

Theorem The computation of                  terminates and  
<latexit sha1_base64="pwuePtFq529jp4u+XsCAaCCC6AA=">AAACLnicbVDLSsNAFJ34rPEVdelmsAiuSiK+lsVu3AgV7AOaWCbTaTt08mDmRgghv+F3+AFu9RMEF+JSP8Npm4VtvTDM4Zx7OfcePxZcgW1/GEvLK6tr66UNc3Nre2fX2ttvqiiRlDVoJCLZ9oligoesARwEa8eSkcAXrOWPamO99cik4lF4D2nMvIAMQt7nlICmupbtCuFLQkcMsBsQGAJktdyVsiAfMrecY3w7+U3TxF2rbFfsSeFF4BSgjIqqd61vtxfRJGAhUEGU6jh2DF5GJHAqWG66iWKx9iID1tEwJAFTXja5LMfHmunhfiT1CwFP2L8TGQmUSgNfd46XV/PamPxP6yTQv/IyHsYJsJBOjfqJwBDhcUy4xyWjIFINCJVc74rpkOhMQIc546IgIDKVvVwn48znsAiapxXnonJ+d1auXhcZldAhOkInyEGXqIpuUB01EEVP6AW9ojfj2Xg3Po2vaeuSUcwcoJkyfn4BTx2o4A==</latexit>

JCK#M#
<latexit sha1_base64="W+yNj6hgHGe4Oco2bKYI+IsQoiE="></latexit>

JCK�(M#) ✓ �(JCK#(M#))



The program is correct

Using  analysis’results



Using  analysis’results

The program is correct and

our approximation can prove it 



Using  analysis’results

The program is correct and

our approximation can’t prove it

False alarm



Unsound analysis

The program is not correct and

our approximation says it is correct



59

Trace-based operational semantics



60

The  parity domain



61

The abstraction rules



62



63

Another example: array bounds using intervals
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Constant Propagation analysis



65

An acceleration is needed for finite convergence


